3apeructpupoBaHo B Muntocte Poccun 16 uronsa 2025 r. N 82619

OEJEPAJIBHAA CHAY/XKBA 110 TEXHUYECKOMY U
IKCITIOPTHOMY KOHTPOJIIO

ITPUKA3
or 11 ampens 2025 r. N 117

OB YTBEPKJIEHUU TPEBOBAHWIA O 3ALLIATE
WH®OPMALIMU, COAEPKALIENCS B
TOCYJIAPCTBEHHBIX HTH®OPMALIMOHHBIX
CUCTEMAX, HHbIX UTH®OPMALIMOHHBIX
CUCTEMAX T'OCYJIAPCTBEHHBIX OPTAHOB,
TOCYJAPCTBEHHBIX YHUTAPHBLIX [TPEJIITPUSITHIA,
TOCYJAPCTBEHHBIX YUPEKJIEHU

B cootBercTBUU ¢ "acThio 5 cTaThu 16 denepanpHoro 3akoHa ot 27 uronsg 2006 r. N 149-d3 "O6
uHpopMaIuu, HHOOPMAIMOHHBIX TEXHOJNOTUSAX H O 3amuTe wuHpopmamuu"', MyHKTOM 2 H
noamyHkToM 9(1) mynkra 8 [Tonoxxenust o denepanbHON CITyk0€ M0 TEXHUIECKOMY B SKCITIOPTHOMY
KOHTPOJII0, YTBep:KJIeHHOro Yka3zoM Ilpesunenra Poccuiickoit @enepauuu ot 16 asrycra 2004 r. N
1085, mpuka3biBaro:

1. VrBepautes mnpwiaraemple TpeOoBaHuss o 3amure WHGOpPMAIMK, COACpIKALIeHcs B
rOCYJapCTBEHHbIX ~ MH()OPMALMOHHBIX  CUCTEMax, MHBIX  HMH()OPMALMOHHBIX  CHUCTEMax
TOCYJTapCTBEHHBIX OPraHOB, TOCYJApPCTBEHHBIX YHUTAPHBIX MPEANPHUATHIA, TOCYNapPCTBEHHBIX
YUPEXKIACHUN.

2. [Ipu3HaTh yTpaTUBLIIUMU CUITY:

npuka3z ®CTIK Poccuum ot 11 despans 2013 r. N 17 "O6 yrBepxknenun TpeOoBanuii o 3amure
UH(POPMALIMU, HE COCTAaBIIAIOLICH TOCYJapCTBEHHYIO TailHy, cojepxaileiicss B rocyIapCTBEHHBIX
UHPOpPMAaIMOHHBIX cucTemax" (3apeructpupoBan Mmunioctom Poccmn 31 wmas 2013 r,
peructpannoHHbId N 28608);

npuka3z OCTOK Poccum ot 15 denpanst 2017 r. N 27 "O BHeceHun u3MeHeHHH B TpeOoBaHUS O
3amrTe  WHQPOpMAlMK, HE COCTAaBISIOUICH TOCyNapCTBEHHYIO TailiHy, cojepxkaiieiics B
roCyJapCTBEHHBIX MH(POPMALIMOHHBIX CHCTEMaX, YTBEpKACHHbIe npuka3zoM denepanbHOM ciaykKObl
[0 TEXHUYECKOMY M IKCHOPTHOMY KOHTpoito oT 11 deBpans 2013 r. N 17" (3apeructpupoBan
Muntoctom Poccun 14 mapra 2017 r., peructparnuonssii N 45933);




npuka3 PCTIK Poccun ot 28 mas 2019 r. N 106 "O BHeceHnn nzMeHeHuii B TpeboBaHus o 3ammuTe
UH(QOPMALIMU, HE COCTAaBIIAIOLICH IOCYIapCTBEHHYIO TailHy, colepxalleiics B rocylapCTBEHHBIX
UH(POPMALMOHHBIX CHCTEMaX, YTBEpXKAeHHbIe puka3zoM denepanbHoil CiTyKObI O TEXHUYECKOMY
1 SKcopTHOMY KOHTpoJito oT 11 despans 2013 r. N 17" (3apeructpupoBan Muntocrom Poccun 13
ceHta6ps 2019 r., peructpanuonsiii N 55924);

npuka3z @PCTOK Poccun or 27 ampens 2020 r. N 61 "O BHecenun usmeHeHus B npukaz @CTOK
Poccun ot 28 mast 2019 . N 106 "O BHecennn m3menenuii B TpeOoBanus o 3amuTe HHPOPMALINH,
HE  COCTaBJSIIOIIEH  TOCYJIapCTBEHHYIO  TallHy,  cojepkauleiics B TroCyJapCTBEHHBIX
MH(POPMALMOHHBIX CHCTEMaX, YTBEPXKACHHBIE Tpruka3zoM DenepanbHO CITy)KOBI 0 TEXHUIECKOMY
U DKCIIOpTHOMY KOHTpomto oT 11 despans 2013 r. N 17" (3apeructpupoBan Muntoctom Poccun 12
mas 2020 r., peructpanuonsbiii N 58322);

OYHKT | M3MEHEeHUi, KoTopble BHOCATCS B TpeGoBaHus 0 3ammre HHGOpMaIul, HE COCTAaBIISIONICH
rOCy/IapCTBEHHYIO TailHy, cojepxKalleicss B TOCYJapCTBEHHBIX HWH(GOPMAIMOHHBIX CHCTEMAX,
yTBEep)KJICHHbIE MpHuka3zoM DenepanbHOi Ci1yKObl IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO OT
11 despans 2013 r. N 17, u B TpebGoBanus mo odecnedeHn0 0€30MacHOCTH 3HAYMMBIX OOBEKTOB
KpUTHYEeCKOH WH(pOpManMOHHON HHPpacTpykTypbl Poccuiickoii ®exepanuu, yTBEp)KICHHbIC
npukazoMm denepanbHOM CITyKOBI IO TEXHUYECKOMY M AKCIIOPTHOMY KOHTPOJIIO OT 25 nekabps 2017
r. N 239, yrBepxkaenubix mnpukazoM PCTOK Poccum or 28 asrycra 2024 r. N 159
(3apeructpupoan Muntoctom Poccuu 24 oktsa6ps 2024 r., peructpanuonsbiii N 79900).

3. yCTaHOBHTL, 4YTO aTTECTAThl COOTBCTCTBUA HA IOCYAAapCTBCHHLBIC I/IH(i)OpMaIII/IOHHI)IC CUCTEMBI U
HUHBIC I/IH(I)OpMaLII/IOHHBIe CHUCTCMBbI, BBIJAHHBIC OO AHA BCTYIUICHHA B CHIIY HACTOALICTO IIpHUKa3sa,
CUHUTAKOTCA I[GﬁCTBHTGHI:HBIMI/I.

4. Hacrosiuuii npuka3 BCTymnaer B cuily ¢ 1 mapra 2026 T.

Jlupexmop
DedepanvHotl CLyrHcObl N0 MEXHUYECKOMY
U S9KCNOPMHOMY KOHMPOTIO

B. CEJIHH

YTBEPK/[EHB!
npuxazom @CTIK Poccuu
om 11 anpena 2025 2. N 117



TPEBOBAHUSA O BAHIUTE UH®OPMAIIUN,
COJEPXXAIIENCS B TOCYJAPCTBEHHBIX
NHPOPMALUOHHBIX CUCTEMAX, UHBIX
NHOOPMALIMOHHBIX CUCTEMAX
I'OCYJAPCTBEHHbLIX OPI'’AHOB,
IF'OCYJAPCTBEHHBIX YHUTAPHBIX IPEJNPUSITUH,
FOCYJAPCTBEHHBIX YUYPEXJIEHUN

I. O0mue moJs1oKeHud

1. TpeboBanus o 3ammre MHPOpPMALKHU, COAEpXkaleiicss B TOCYJapCTBEHHBIX HH(OPMAIIMOHHBIX
CUCTEMaX, HMHbIX HH(OPMALMOHHBIX CHCTEMax TOCYIJapCTBEHHBIX OPIraHOB, TOCYJIAapCTBEHHBIX
YHUTApHBIX MPEANPHUITUN, TOCYIapCTBEHHBIX yUpexIeHUH (nanee - TpeOoBaHUs), NPUMEHSIIOTCS
Ui o0ecTieueHust 3aluThl (HeKpunTorpapudeckuMu MeToaaMu) MH(POPMAIUH, MPEeI0TBPAIICHHS
HECAHKIIMOHUPOBAHHOIO JIOCTyNa K HMH(OpMAIMM, CIEeHUaTbHBIX BO3ACUCTBUI Ha HMHPOpPMALHUIO
(HocuTenn WHQPOpPMALMU) B LENAX €€ JOOBIBaHWS, YHHUYTOXKCHUS, HCKAKEHHS, OJOKHMPOBAHUS
JocTyna K MH(popMaiuu, coiepxkaiieiics B (QyHKIHMOHUPYIOIIMX Ha Tepputopuu Poccuiickoii
®denepaluil TOCYAAPCTBEHHBIX WH(POPMAIMOHHBIX CHUCTEMaX, MHBIX WH(POPMAIMOHHBIX CHUCTEMax
rOCYJJapCTBEHHBIX OPraHOB, TOCYJApPCTBEHHBIX YHUTApHBIX MPEINPUSATHH, TOCyAapCTBEHHBIX
yUpeKJIeHUH (Jlaree COOTBETCTBEHHO - 3alIUTa HH(OpMALUK, THPOPMAIIUOHHBIE CUCTEMBI).

2. B ciydae mepenauu u3 rocyapcTBeHHOW MH()OPMAIIMOHHON CHUCTEMbl MH()OPMALUH, AOCTYH K
KOTOpOW OTrpaHWYEH B COOTBETCTBHHM C 3aKOHOAATelbcTBOM Poccuiickoit deneparuu (manee -
UHPOpPMALUMs OrPaHUYEHHOTO J0CTyHa), MH(POpPMAIMOHHAs CHUCTEMa, B KOTOPYIO IepelracTcs
UHpOpMaLUs OrPaHMYCHHOTO JOCTyINa, JAOJDKHA COOTBETCTBOBATH TPEOOBAaHMSAM O 3allUTe
UH(OPMALIMHU, YCTAHOBJICHHBIM B COOTBETCTBHHM C YacThio 5 cTtathu 16 depepanbHOro 3aKoHa ot 27
utong 2006 t. N 149-®3 "O6 wundopmaruu, WHPOPMANMOHHBIX TEXHOJIOTHSIX W O 3alluTe
uHpopmanuu" <1>. CoctaB nepenaBacMoil HHPOPMAIIUN OTPAHUYCHHOTO JIOCTYTIA, IIETH €€ 3aIUThI
U ypOBEHb 3AIIMIICHHOCTH B COOTBETCTBUU ¢ TpeOOBaHMSAMHU [OJDKHBI YCTaHABIUBATHCS
oOmagareneM MH(GOPMAIUH, 3aKa3YMKOM, 3aKJIIOYMBIIUM KOHTPAKT Ha CO3JaHHe MH(OPMAIIHOHHBIX
CHCTEM, OTIEpaTOPOM MH(POPMAIIMOHHBIX CUCTEM (fanee - oneparop (oOanarens HHGOpMAIUn).

<1> Yacts 8.1 crateu 14 denepanpHoro 3akona ot 27 utons 2006 r. N 149-®3 "O6 undopmanumy,
MH()OPMAIMOHHBIX TEXHOJIOTUAX U O 3alIUTe HHpOpMaIn'.

3. B MyHununaibHbIX HH(OPMAIIMOHHBIX CHCTEMax 3aluTa HHQOpMAIMH o0ecreunBaeTcs B
COOTBETCTBUU ¢ TpeOoBaHMUSIMH, €CIM WHOE HE YCTAHOBJIEHO 3aKOHOJATENhCTBOM Poccuiickoi
denepanuu.

4. Tlpu oOpaboTke W XpaHCHHMHM B HMH(POPMAIMOHHBIX CHCTeMax HHGOPMAIMH, COACepKaen
CBCIACHUSA, COCTABJIAKOIINC TOCYAAPCTBCHHYIO TaﬁHy, €€ 3aluTa O0JI’KHa OGGCHC‘II/IBaTbC}I B
COOTBETCTBUH C TPEOOBAaHUSIMH 0 TEXHUYECKOH 3aIIuTe WHPOPMALUHU, COACPIKALICH CBEICHHS,



COCTaBJIAIOIIUE IOCYJAPCTBEHHYIO TallHy <2>.

<2> Tlommyuktr 9(1) mynkra 8 Ilonmoxxenus o DenepanbHON CIy)KOE MO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpPOIII0, yTBepxkaAeHHoro Ykazom Ilpesuaentra Poccuiickoit denepauuu ot 16
aBrycta 2004 r. N 1085 (nanee - [Tonoxxeane o ®CTIOK Poccun).

5. Ilpu oOpaboTke B HMH(OPMAIMOHHBIX CHUCTeMax HH(OpMaIuK, coaepkalleld nepcoHalbHbIe
JTaHHBIE, JOJDKHBI TPUMEHSAThCS TpeOoBaHNUs K 3alIUTe MEPCOHATBHBIX JAHHBIX PU UX 00paboTKe B
UHQOPMALIMOHHBIX  CHUCTEMaX IEPCOHAJIBHBIX JaHHbBIX, YTBEPXKJIEHHBbIE IIOCTAHOBJICHUEM
[IpaBurensctBa Poccuiickoit @eneparym ot 1 HostOpst 2012 1. N 1119, u TpeboBanusi.

6. B cimyuae eciu wuH(pOpMAIMOHHAS CHCTEMa SBISAETCS 3HAYMMBIM OOBEKTOM KPUTHUYECKOU
nHdopmarmoHHo uHMpacTpykTypbl Poccuiickoit ®Denepanuu, 3amuTa CoOASp)KalIecss B HEH
UHPOPMALIMU JIOJKHA OOECIIeYMBATHCS B COOTBETCTBHM C HOPMAaTHUBHBIMHU IPABOBBIMHU aKTaMH,
MPUHATBIMU Ha OCHOBaHUU cTaThu 6 DenepanpHoro 3akoHa ot 26 wutona 2017 r. N 187-®d3 "O
0€30MacCHOCTH KPUTHYECKOW HH(POpPMALMOHHON uHOpacTpyKTypsl Poccuiickoii ®enepauun', u
TpeboBanusiMu.

7. B cmyuyae WCHONB30BaHUS Il 3alUTHl WHPOPMAINHU, COAEpXkamieiicss B WH(POPMAIMOHHBIX
cucreMax, MHUQPPOBAIBHBIX (KPUOTOrpapUUEcCKUX) CPEeACTB 3alluThl HH(YOPMALUM  JOJDKHBI
IpUMEHSThCA TpeOoBaHUs 0 3amuTe HHPopmanuu, yctanoBieHnHsile ®Ch Poccun B cooTBeTCTBHH C
yacTeio 5 crath 16 PenepanbHoro 3akoHa ot 27 utoas 2006 r. N 149-03 "OO6 undpopmanumy,
MH(QOPMALMOHHBIX TEXHOJIOTHAX U 0 3ammTe nHpopmanuu", u TpedoBaHus.

8. @DYHKIMOHUPOBAHNE UH(POPMALIMOHHBIX CUCTEM Ha 6aze
MH(pOPMAMOHHO-TETICKOMMYHHKAMOHHONH HHQPACTPYKTYphl <3> IOMyCKaeTcs NpU YCIOBUH
3alMUThl  MH(OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON ~ MHQPACTPyKTyphl B  COOTBETCTBUU  C
TpeboBanusiMu.

<3> Ilynkr 3 Ilonoxenuss o0 yuere WT-akTHBOB, HCIONB3YEMBIX JIi OCYIIECTBICHHS
JEATeTLHOCTH TI0 MU(PPOBOK TpaHCHOPMAIIMKM CHUCTEMBI TOCYAAPCTBEHHOTO (MYHHIIMMIAIBHOTO)
yIpaBleHUs, YTBEPKIEHHOTro noctaHoBieHueM llpasurenscrBa Poccuiickoit denepaunn ot 1 uromns
2024 r. N 900.

9. Omneparop (oOnamatens uHGOpMaUMK) JODKEH oOecreyuBaTh 3alIUTy HWHQOpPMALUU B
COOTBETCTBUM C TpeOOBaHMAMH Ha BCEX CTaIUAX (dTamax) oOpabOTKU M XpaHEHHS MH(OpMAIHH,
CO3laHUsl W pa3BUTHA (MOJAEPHM3ALMHU), OKCIUIyaTallud M BBIBOJAA M3  AKCIUTyaTallUH
WHQOPMALIMOHHBIX CHCTEM B paMKax (YHKIUHA, BBIMONHAEMBIX HMH B COOTBETCTBHUH C
®enepanbHbM 3akoHOM OT 27 mioas 2007 r. N 149-®3 "O6 undopmarmu, MHGOPMAIIMOHHBIX
TEXHOJIOTHSIX U O 3aIuTe HHPopMaIm'.

10. Omeparop (obnamatens wuHpOpMAMK) JODKEH oOecreyuBaTh 3alIUTy HH(pOpMaIu,
oOpabaTeiBaeMy10 B MH(POPMAITMOHHBIX CUCTEMAX, B IEIISIX:

a) HeJOMyIEeHUs (CHUKEHUSI BO3MOKHOCTH) HACTYIUIEHUSI HETATUBHBIX MOCJIEACTBUI (COOBITUI) OT
HapyleHUs] KOHPUIEHIIMAIbHOCTH, LIEJOCTHOCTH, TOCTYIHOCTH MH(OpMaLuK (1ajee - HapyleHue
0e30macHOCTH HH(OPMALINN);

0) HemomyIIeH s (CHIYKEHUSI BO3MOKHOCTH ) HACTYIUICHHUSI HETaTUBHBIX MOCIIEACTBUM (COOBITHIT) OT
HapymieHus  (QYHKIIMOHUPOBAaHUA  HMH(MOPMAIIMOHHBIX  CHUCTEM  BCJEACTBUE  peald3aliu
(BO3HUKHOBEHHUS) yrpo3 0e30macHOoCTH HH(OpMAITUH.



11. Omneparop (oOmamarens MHPOPMALUHU) IOHKEH OMPEACTHTH LEIH 3allUThl MHPOpMAlUU B
3aBHCHUMOCTH OT OXKHMJAEMBIX DPE3YyJbTAaTOB OT MPOBEACHHUS MEPONPUATUNA W MPHUHITHS Mep IO
3amute uwHpopmanuu. HeratuBHble MOCHEACTBUS (COOBITHS) OMPENEISAIOTCS  ONEPaTOpOM
(o6mamareneM umH(pOpMaNMKM) Ha OCHOBE HMH(OPMAIIMH, COAECpKAIIeHcs B OaHKE MaHHBIX YTpo3
6e3onacHoctn uHpopMmanun DPCTIK Poccum <4>. IlocpencTBOM BBINOJIHEHHUS ONEPATOPOM
(o6mamareneM nHpopMaIn) 3a1a4 3aUThl HHPOPMAIIMK TOJDKHBI OBITh JOCTUTHYTHI 1IETTH 3aIAThI
UHpOpMaLIUH.

<4> [lognyHkt 21 nynkra 8 Ilonoxenus o ®CTIK Poccum.

12. TpebGoBaHus HE pACIpPOCTPAHSAIOTCS Ha HWHPOPMALMOHHBIE CHUCTEMBI AIMHHHUCTPALUH
[Ipesunenta Poccuiickoit @enepamnuu, anmnapara Cosera bezomacnoctu Poccuiickoit denepanuu,
OenepansHoro CoOpanusi Poccuiickoit ®@enepanun, Annapata IIpaBurensctBa Poccuiickoit
®enepanun, Koncrutyunonnoro Cyna Poccuiickoit ®enepauun, BepxoBaoro Cyna Poccuiickoit
@denepanuy, a Takke Ha  HMH(QOPMAIMOHHBIE CUCTEMbl  T'OCYJApCTBEHHBIX  OPraHOB,
OCYILECTBISAOIINAX pa3BeIbIBaTENbHYIO u KOHTpPpa3Be/IbIBaTEIbHYIO JeSITEIIbHOCT,
UHQOPMALIMOHHBIE CHUCTEMbI, OO0ECNEeYMBAIOIIUE YIPABICHHE BOOPYKEHHEM, BOCHHOM H
CIIENAJIbHON TEXHUKOM.

I1. Opranuszanus AesiTeJbHOCTH M0 3a1uTe HHGopMauuu u
yIIpaBJIeHHE JAHHOU JeATeJIbHOCTHIO

13. Omneparop (obmamatens WHPOpPMANUM) MOHKEH OPraHW30BBIBAThH JEATEIBHOCTh IO 3alTUTE
UH(POPMALIMU U YIIPABIATh €0 B COOTBETCTBUHU ¢ TpeOoBaHUAMMU.

14. Opranuzanus AesTeIbHOCTH MO 3alliuTe HH()OpPMAIUU JOHKHA BKIIIOYATH:
a) pa3paboTKy ¥ YTBEp)KAECHUE TTOJIUTUKH 3alTUTHI HHPOPMAIIUH, COACPIKAIIEH B TOM YHCIIE:

00acTh NEHCTBHS TOJUTHKH, BKIOYas IepedeHb WHPOpManuu, HH()OPMAIMOHHBIX CHCTEM,
KOMITOHEHTOB MH()OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON MH(PACTPYKTYpBhI, MOJUISKAILUX 3aLUTE
B COOTBETCTBUU ¢ TpeOoBaHUSIMU;

eJIU 1 33]1a4 3aIIUThl THPOPMaLUY;
HPUHIMIIBI 3aIUTHl HH(pOpMaIuy;

nepeyHu OOBEKTOB 3allMThI, BKJIIOYAas MpOTrpaMMHBIE, MPOrpaMMHO-aIapaTHbIE CpECTBa,
uHPOPMaIMOHHBIE CHUCTEMBHI, CEeTH u II0JICETH, oOpazyroriue
MH(GOPMaAIIMOHHO-TEIEKOMMYHHUKAIIIOHHYI0 HHPPACTPYKTYPY;

KaTerOpUU JIUIl, YYacTBYIOIMIMX B 3amyre HWHQOpManuu, uxX oO0s3aHHOCTH ((QyHKIMH) W
IIOJIHOMOYHS;

COCTaB OPraHMU3AIIOHHON CUCTEMBI YIIPABIIECHUS NEATEIBHOCTHIO IO 3alIUTe HHPOPMAIUN U CXEMY
B3aUMOJICUCTBUS €€ 3JIEMEHTOB;

OTBETCTBEHHOCTh PaOOTHHKOB 3a HapylleHHe TpeOoBaHM O 3ammre WHPOPMAIMH |
YCTaHOBJICHHBIX orepaTopoM (obagareneM HHPOPMALIUH) TPaBHI 00paObOTKH HH(OPMAITHH;



0) ompeneneHue UL, OTBETCTBEHHBIX 3a 3aIIUTY HHPOPMALIUY;

B) IPUMEHEHUE TPOTPAMMHBIX, TPOTPAMMHO-AIIAPATHBIX CPEJCTB, MPEAHA3HAUYCHHBIX /IS 3aIUTHI
UHpOpPMaLNY;

') pa3paboOTKy M yTBEpXkJECHHE BHYTPEHHHX CTaHIAPTOB IO 3aIIXUTE MH()OpMAILUH, COAEPKAIINX B
TOM YHCJIIE:

TpeOOBaHUSI K TEPBUYHON WACHTH(PUKANMK JIKI, OOJagalolMX TMpaBaMu JOCTyna K
WHGOPMAIMOHHBIM cHCTeMaM M (WIH) coeprKalieics B HUX MH(DOpPMAIMM U UX HCIOJIb30BAHUIO
(anee - MOIB30BATEINN);

Tpe6OBaHI/I$I K IpUMCHACMBIM MOJCIIAIM OOCTYyIIa HOHBSOBaTeHeﬁ;
MEPCUCHb PA3pCUICHHOTO U (I/IJ'II/I) 3aIIPpCIICHHOT0 IJIA UCII0JIb30BaHUA ITPOTPAMMHOTI0 O6CCH€‘I€HI/I${;

TpeOOBaHUS K THUIMOBBIM KOH(PUIYypalUsM U HAaCTPOMKaM MPOTrpaMMHBIX, IPOTPAMMHO-ANMapaTHBIX
CPEJICTB;

TpeOOBaHUS K KOH(MUIYpalusiM U HacTpoHKaM MPOrpaMMHBIX, IPOrpaMMHO-alIapaTHbIX CPEJNCTB,
NpeIHAa3HAYCHHBIX Ui 00eCledeHus] AOCTyNa MOJb30BaTeneld W3 HH()OPMAIMOHHBIX CHCTEM K
nHGOPMaIMOHHO-TEIEKOMMYHHKAITMOHHOM ceTu "MHTepHeT" (nanee - cethb "MuTepHeT");

TpeOOBaHUsI K KOHMUTYpALUsIM U HACTPOWKaM MPOTPaMMHBIX, IPOTPaMMHO-aINapaTHBIX CPEICTB,
npeIHa3HAYeHHBIX I OOECIeUeHUsl YJAJICHHOTO JOCTyMa MOJb30BaTelel K MH(POPMAIMOHHBIM
CHUCTEMaM M COZeprKalleicss B HUX WH(OpMaIuu, BKIIIOYasi TpeOoBaHUs K 00eCIIeYeHUI0 0e3011acHON
JMCTAHIIMOHHON pabOThI;

OrpaHU4YCHHAd W 3alpPCThI HeﬁCTBHﬁ JUIA MoJIb30BaTeNeH IIpu HCIOJB30BAHUU U obecrneyeHu
9KCILTyaTallui UMHU I/IH(l)OpMaHI/IOHHI)IX CHCTEM,

TpeOOBaHUS K 3amuTe (U3NYECKHMX U BUPTYAJbHBIX YCTPOHUCTB HH(POPMAIMOHHBIX CHCTEM,
MMEIOIIHNX MTOCTOSTHHBINA JOCTYI K ceTH "MHTepHeT" (anee - KOHeUHbIE YCTPOMCTBA);

TpeOOBaHUS K 3alllUTe MOOWIBHBIX YCTPOWCTB, IIJIAHIIETHBIX, IEPEHOCHBIX KOMIBIOTEPOB,
OPUMEHSEMbIX MOJb30BaTEIAMM Ul JOCTyNa K MH(GOPMAIMOHHBIM CHCTEMaM (32 HCKIIOUYEHUEM
MOOWJIBHBIX YCTPOMCTB, NMpeaHa3HAueHHBIX Ui JOCTyma K caiitam cetn "HHTepHEeT" M HMHBIM
myOJMYHBIM BeO-pecypcam) (manee - MOOMIIbHBIE YCTPOIMCTBA);

TpeOOBaHUS K HENPEPHIBHOCTH (PYHKIIMOHUPOBAHUS HH(OPMALIMOHHBIX CUCTEM;

TpeOOBaHUS K pPE3EpPBHOMY KOMHMPOBAHUIO HH(GOpPMAIMU, MPOrPAMMHOTO OOECIEUEHHS H €ro
KOH(HTrypammii;

TpeOOBaHUS K COOPY, PETrHUCTPAIlMN U aHAIU3Y COOBITHI, CBA3aHHBIX C BO3MOXXHBIM HAPYyIICHUEM
Oe3omacHoCTH MHGpOpMAIMK, HapylleHHeM (QYHKIIMOHUPOBaHHUS WHMOPMAIIMOHHBIX CHUCTEM,
peanm3anuei yrpo3 6e3onacHoct HHGOPMAIUH (J1ajee - COOBITHS OE30TTaCHOCTH );

TpeOOBaHUS K 3aIiuTe HHGOPMAIMM NPU TOJKIIOUEHUH K HWH(POPMAIMOHHBIM CHUCTEMaM HHBIX
UHQOPMALIMOHHBIX CHUCTEM, BKJIKOYas TpeOOBaHMS K KaHajaM [epeladd JaHHBIX IIpH
B3aMMO/JICHICTBUHU C TAKUMHU HH()OPMAITMOHHBIMU CUCTEMAMU;

1) pa3paOOTKy U yTBEp:KJ€HHE BHYTPEHHHUX PETJIaMEHTOB M0 3alluTe MHPOPMALUH, COAePKAIUX B
TOM YHCJIE:

MOpsAAOK CO3JaHUsA, YUCTa, UBMCHCHUA U 6HOKHpOBaHHH, KOHTPOJIA, YAAJICHUA YUCTHBIX 3a1mce171;



MOPAAOK CO3aaHusd, yucTa, UBMCHCHUA U 6JIOKI/IpOBaHI/I$I, KOHTPOJIA, YAAJICHUSA ITPUBUIICTUPOBAHHBIX
YYETHBIX 3alHCEN;

HOPSIIOK  CO3JAaHWsl, W3MEHEHHs, OJOKHPOBaHUS, KOHTPOJS, YIAJCHHs ayTeHTH()UKAIMOHHOU
UH(POPMALIMU U CPEJCTB ayTeHTUPUKALINHI;

HOPSJIOK MPEAOCTABICHUS MOJIb30BATESAM YIAIEHHOTO JOCTyNa K WH(POPMAIIMOHHBIM CHCTEMaM H
coJepxarieiicss B HUX HHPOpMaluy;

MOPSAOK M YCJOBHSI TMPEAOCTaBICHHsS paOOTHUKAM TMOAPSATHBIX OpraHM3alfii JoCTyma K
WHQOPMALIMOHHBIM CHCTEMaM, COJepXameicss B HHUX HWHPOpManuu, u (WIH) Tepeaadyd HM
uHbOpMaIlMU, KOHTPOJIS 3a TaKUM JOCTYIOM, Mepenayeil B ciydae MPUBICYCHUS MOJPSAHBIX
OpraHu3aLMi;

HOPSIOK MPEAOCTABICHU PAOOTHUKAM MHBIX TOCYAapCTBEHHBIX OPraHOB, OpraHMU3aLUi TOCTyMa K
WH()OPMAITMOHHBIM CHCTEMaM, COJEpKameics B HUX HHPopManmuu W (WIM) TEepeaadyd um
UHPOPMALMU M KOHTPOJIA 3a TAaKUMH JOCTYIOM, mepenayeil (B ciydae HH(POPMALMOHHOTO
B3aUMOJICHCTBHS C HHBIMH T'OCYTAPCTBEHHBIMH OpTaHaMH, OpTaHH3aIHsIMH ),

HOPSIIOK  TIPEIOCTABJICHUST IOJI30BATENSIM  JIOCTyna M3 WHQPOPMAIMOHHBIX CHCTEM B CETh
"NHTepHeT" 1 KOHTPOJISI €€ UCIOJIb30BAHMS;

HOPSJOK TIOBBIMICHUS YPOBHS 3HAaHWH W WH(POPMHUPOBAHHOCTH IIOJIB30BATENICH IO BOMpOCaM
3alIUThl UH(OPMAIHH;

HOPSIIOK BBIABICHHS, OLIEHKM M YCTpaHEHHs YSI3BUMOCTEH HMH(POPMALMOHHBIX CHCTEM (Jajee -
yIpaBieHUE YA3BUMOCTSIMU);

MOopsAAOK TIOJYYCHUS, OLCHKH, TCCTUPOBAHUA W JTIPUMCHCHUA 06HOBHCHHﬁ nporpaMMHBbIX,
MIpOrpaMMHO-aNMapaTHRIX CPECTB (Hajiee - ynpaBlieHHne OOHOBJICHHUSIMHU );

HOPSIOK 00pabOTKH, XpaHEHHsI U 00palieHus ¢ nHpopMaIHel OrpaHIUYEeHHOTO I0CTYTIA;
NOpPsI0K obecriedeHns (PU3NIECKOM 3aIuThl HHPOPMAITMOHHBIX CUCTEM;

HOPSJOK  pa3pabOTKM  Oe30ImacHOro MNpPOrpaMMHOrO  obecmedeHuss <5> B ciydae €ro
CaMOCTOSITEIIEHOW Pa3paboTKu onepaTopoM (obmamaresneM HHGpOpMaIum);

<5> Ilynkr 3.2 HaunoHansHOrO cranaapta Poccuiickoit @enepaunu 'OCT P 56939-2024 "3amura
uHpopMmarmu. Pa3paborka Oe3omacHoro mporpammHoro obecredenus. OOmue TtpedboBanus",
YTBEP>KIACHHOTO M BBEJIEHHOTO B JelcTBUE mpuka3zoM Poccranmapra or 24 oktsOps 2024 r. N

1504-ct (M., ®I'bBY "PCT", 2024) (ganee - TOCT P 56939-2024).

HOPSIIOK BBIBOJA B KOHTYP IPOMBIIUIEHHONW JKCIUIyaTallkd CEpPBUCOB, JOCTYN K KOTOPBIM
OCYILIECTBIIIETCS C MUCTONIb30BaHUEM ceTu "MHTepHeT", B ciyyae HAIM4MsI TAKMX CEPBHUCOB;

HOPSII0K MOHUTOPUHTa HH(POPMALIMOHHOM 0e30macHOCTH <6> HH(POPMALIMOHHBIX CHCTEM;

<6> [lynkr 3.7 HaunonansHOTO crannapta Poccuiickoit @epepannu 'OCT P 59547-2021 "3amura
uHpopmauuu.  MoOHUTOPUHI  HWHpOpMaLMOHHOM  Oe3omacHocTH.  OOmmMe  monoxeHus",
YTBEP’KIACHHOTO M BBEJACHHOTO B JielicTBUE npuka3oM Poccranmpapra ot 27 uronst 2021 r. N 656-ct
(M., ®I'BY "PCT", 2021) (manee - TOCT P 59547-2021).



HOPSIZIOK  BOCCTAHOBJIGHUSI IITATHOTO  (DYHKIIMOHUPOBAHHS HMH(POPMALMOHHBIX CHUCTEM H
TECTUPOBAHUSA IIPOLIECCOB BOCCTAHOBIICHNUS,

HOPSIIOK KOHTPOJISI YPOBHS 3AIIMIICHHOCTH HH(OpMAIUM, cojepkameicss B MHOOPMAIIMOHHBIX
CUCTEMAX;

€) BBIACICHHE OPraHM3AIOHHBIX, TEXHWYECKUX M HMHBIX PECYpPCOB, HEOOXOAWMBIX JUIS 3aIUTHI
UH(pOpMaLIUY.

15. Ipu pa3paboTKe MOTUTUKY 3aIIUTHI MHPOPMAIMU TOJDKHBI YYUTHIBATHCS BCE MH(POPMAIIOHHEIE
CHUCTEMBI oreparopa (obmamarens UHPOPMALINN), a TaKKe
MH(pOpPMAIIMOHHO-TEJICKOMMYHHKAMOHHAs HHQPACTPYKTypa, €Ciu HH(POPMALMOHHBIE CHCTEMBI
GyHKIMOHMPYIOT Ha 0a3ze MH(OPMAIIMOHHO-TEICKOMMYHHKAIMOHHON MHPpacTpyKTyphl. [lonuTrka
3alMTHl MHPOPMAIMK YTBEP)KAAETCS PYKOBOJIHUTENEM orepatopa (oOmamarens WHPOpPMAIMK) WU
YIIOJITHOMOYECHHBIM PYKOBOJHUTEIEM oreparopa (obnmamartens uHQOpManuu) aumoMm (manee -
OTBETCTBEHHOE JIMI0) M O0s3aTeNbHA Ul MCIIOMHEHUS BCEMH MOJpa3AeieHUusIMH (paOOTHUKaMN)
orepaTopa (obmaaaresns HHPOPMAIIH) B YACTH, X KaCAFOIICHCS.

16. Opranuzanum, KOTOPBIM MPEIOCTABISETCA JOCTYI K MH()OPMAIIMOHHBIM CUCTEMaM OIepaTopa
(o6namarens uHpopManuu) U (WIM) coaepKamieics B HUX HHPOPMAIMU JJIS OKa3aHUS YCIYT,
npoBeieHUs paboT Mo 00paboTKe, XpaHEHHIO MH(OPMAINH, CO3/IaHUIO (Pa3BUTHIO), 00ECIIEUCHUIO
IKCIUTyaTalul MH()OPMAIIMOHHBIX CHUCTEM, a TaKXe Ui BBIMOJHEHHS padoT, OKa3aHUs YCIyT IO
3amre uHpopManMM (Ianee - TOAPSAHbIE OpraHU3alMM), JOJDKHBI OBITh O3HAKOMIJICHBI C
TOJIMTUKOH 3aIUThl HH()OPMAITUH B YaCTH, UX KacaltoIIeHCs.

OO0s13aHHOCTD TOAPSAIHON OPTaHU3aLUH IO BHIMIOJHEHUIO MOJUTHKH 3alIUTHl HHPOPMAIUU TOJDKHA
OBITH OompeneneHa B JOKyMEHTax orepaTopa (obnaaartens nHGpoOpMaIyun), Ha OCHOBAHUHM KOTOPBIX B
TOM YHCIIE TepenaeTcs MH(pOpMaIus, NpeaoCTaBIsIeTCs AOCTYN K MH(POPMAIMOHHBIM CHCTEMaM
ormepaTopa (obmagarens HHGOPMAIIH) UIH coAepkKalencs B HUX HH(OpMaIIUK.

17. 3amurty wuHbOpMalLMU JOKEH OPraHuM30BbIBaTh PYKOBOJHUTENb omeparopa (oOmamaTens
UH(OPMALIMH) WIH IO €r0 PEIICHUI0 OTBETCTBEHHOE JIUILIO.

18. O6s13aHHOCTH ((DYHKIIMHM) W TIOJTHOMOYHS OTBETCTBEHHOTO JIUIIA TI0O OPTaHU3AINH JEATeIbHOCTH
0 3aluTe HHPOPMAIINH, YIIPABICHUIO 3aIIUTON HH(OPMAIINH, & TAKXKE [0 OPTaHU3AI[UN KOHTPOJIS
3a JJaHHOM NESATEIbHOCTHIO y oreparopa (obmamaTenss HHPOPMAIMK) JOJKHBI ObITh BKIIOUCHBI B
JOJDKHOCTHBIE 00s13aHHOCTH (TpyaoBble (YHKIMH) OTBETCTBeHHOro juia. CoctaB 00sS3aHHOCTEH
(byHKIIMI) ¥ TIOJITHOMOYHMI OTBETCTBEHHOTO JIMIIA JIOJDKEH OBITh JOCTATOYEH JJIsi OpraHU3aIu
JESTENIbHOCTH TIO 3aliuTe WHGOPMAIMU M YMPABICHHUS ITOW NEATEIHHOCTHIO B COOTBETCTBHUU C
TpeGoBanmsiMH, a TaKKe OpraHM3alMU KOHTPOJS 3a JAaHHOW JESATEIBHOCTHIO Yy oOIepaTropa
(oOmanarens uHGOPMAIUN).

19. PykoBoauTens oneparopa (obmanarenss mHGOPMALUK), OTBETCTBEHHOE JIMIIO JOJDKHBI CO3/1aTh
(ompenenuTs) CTPYKTYPHOE TOApa3IeIeHUe WM Ha3HAYaeT OTACIBHBIX CIIEIHATMCTOB, HA KOTOPHIX
BO3JararoTcsa 00s3aHHOCTH ((QyHKUIMH) 1O 3amure HHPopMaIuu (Janee - CTPYKTypHOE
noipa3jielieHre (CIenruaIicThl) 1Mo 3amTe HHPOPMAIInH ).

OyHKIUMN ¥ TOJHOMOYHS MO 3aluTe HH()OpPMAIMM CTPYKTYPHOTO MOAPA3JCNICHHUs IO 3alluTe
UHPOPMALIUU OTPEACTISIOTCS B TIOJIOKEHUU O CTPYKTYPHOM IO/IPA3ACICHUN WM WHOM JIOKYMEHTE,
B COOTBETCTBUU C KOTOPHIM (PYHKIIMOHUPYET CTPYKTypHOE mojapasnenenue <7>. OO0s3aHHOCTH
(GyHKIIMM) ¥ TIOTHOMOYHS CTICIIHAIMCTOB T10 3alTUTe HHHOPMAITUHU TI0 POBEJCHUIO MEPOTIPHUATHI 1
INPpUHATUIO MCp IO 3allUTC I/IH(bOpMaI_II/II/I JOJI?KHBI GBITL YCTAHOBJICHBI B HUX OOJDKHOCTHBIX
00s13aHHOCTAX (TpyAoBbIX (GyHKIHIX). CocTaB 00s3aHHOCTEH ((PYHKIINN) U TTOTHOMOYHUH 10 3aIUTe



UHPOPMALIMU CTPYKTYPHOTO MOApa3AeieHus (CIEeHUANNCTOB) MO 3aliuTe MHPOPMALUU JIO0JDKEH
OBITH JTOCTATOYCH JAJISI MPOBEICHUS MEPONPHUATHH M MPUHATHS Mep IO 3amuTe WHPOpPMAIUH B
COOTBETCTBUH ¢ TpeOoBaHUIMH.

<7> TumoBoe HOJOXEHUE O CTPYKTYpHOM TOJpa3felieHnu opraHa (OpraHu3aiun),
obOecrnieunBaronieM HHPOPMAIMOHHYIO 0€30MacHOCTh OpraHa (OpraHM3alNK), YTBEPIKICHHOE
noctanoBiieHueM [IpaButensctBa Poccuiickoit @enepannu ot 15 uronsg 2022 r. N 1272.

B ciyuae Hanmmums y omepartopa (oOnamarenss WHPOPMAIMU) CTPYKTYPHOTO TOJpa3IeiiCHUs, Ha
KOTOPOE BO3JIOKCHBI (DYHKIUU MO 00ECICYCHHIO WH(POPMAIMOHHON 0€30macHOCTH <8>, 3ammuTa
UH(POPMALIMU MOXKET OBITh BO3JIOKCHA Ha yKa3aHHOE MOpa3ciicHHeE.

<8> IoanyskT "0" mynkra 1 Yka3za [Ipesunenta Poccuiickoit @eneparuu ot 1 mas 2022 r. N 250
"O [NOMOTHUTENBHBIX Mepax Mo obecredeHuo WHGoOpMannoHHONW Oe3omacHocTH Poccuiickoit
Oenepanun".

20. PaboTHUKHM CTPYKTYpHOTO MOApPA3JACICHUS (CHECIHATMCTHI) 1O 3aluTe HHPOPMAINH JTOKHBI
00Ja1aTh KOMIIETEHIIUSIMU, HEOOXOIMMBIMHY JJIs1 BBIIIOJIHEHHUSI BO3JIO)KCHHBIX Ha HUX O0S3aHHOCTEH
(ysKumii) mo 3anuTe WHGOPMAUA B COOTBETCTBUM ¢ TpeboBanusmu. He menee 30 mporeHTOB
paOOTHUKOB CTPYKTYpHOTO TMOApAa3JeiCHHs] 1O 3amure WHPOPMAlUU JIOJDKHBI  UMETh
npodeccuoHallbHOEe 00pa3oBaHUE MO CHEIUATBPHOCTH WM HAIpaBJICHUIO TOJTOTOBKH B 00JacTh
UH(POPMALIMOHHON 0€30MacHOCTH WIM HpPOHTH Oo0ydyeHHe MO TmporpaMMme NpodeccHOHANTBHOM
MEePENOIrOTOBKU B 00J1acTH MH(DOPMAITMOHHON 0€30MMacHOCTH.

21. CrpyktypHOE Tonapa3ieiieHue (CMENUaTucThl) MO 3almTe WHGOPMAIUU JOJKHO (JIOKHBI)
oOecrieunBaTh 3alUTy WHGOPMAIMKM BO B3aUMOJCHCTBHU C TOJPA3JEICHUSIMHU (paOOTHHUKAMN),
UCTIONB3YIOUIMMHA ~ WH(GOpPMAIIMOHHBIE ~ CHCTEMBI, U  TOJpa3JeleHusMH  (pabOTHHUKaMHU),
00€CTICYMBAIOIIUMHY IKCIUTyaTAIUI0 HHPOPMAIIMOHHBIX CHCTEM.

22. Tlompasnmenenusi (paOOTHHWKH), WCIONB3YIONIME WH(POPMAIIMOHHBIE CHCTEMBI, JIOJDKHBI
y4acTBOBaTh B NMPOBEJCHUM MEPONPHUATUN M MPUHATUU MEp IO 3aiuTe MHPopMaluuu B oObeMe,
YCTAaHOBJICHHOM orepaTopoM (obOnmamatenem wuHGOpMAIMKM) BO BHYTPEHHUX CTaHAapTax u
periaMeHTax o 3amuTe HHPOPMAITIH.

[Moapasnenenusi, 06ecreYnBarOIINE IKCIUTYaTalu0 HHPOPMAIIMOHHBIX CUCTEM, JOJDKHBI IPOBOIUTH
MCPOINPUATHUA U IPUHHUMATL MCPHI 110 3alIUTE I/IH(i)OpMaHI/II/I B XO0I€ COITPOBOXKACHMA, 06CJ'IY)KI/IBaHI/I$I
UH(POPMALMOHHBIX CHUCTEM, MOCTABKU KOMIUICKTYIOUIMX W WHBIX BHJOB pabOT MO AKCIUTyaTaIllH
WH(POPMAITMOHHBIX CHCTEM B 00bEMe, YCTAHOBJICHHOM OTiepaTopoM (obsagareneM HHGOPMAITUN) BO
BHYTPCHHUX CTaHJApTaX U periiaMeHTax Mo 3anure HHpopMaIum.

23. CTpyKTypHBIM TOApa3JelieHHEM (CHEeIUaTNCTaMM) 110 3alMTe WHGOPMAIMH JTOJDKHEI
OPUMEHSATBCA TPOrpaMMHBIE, TPOTrPAMMHO-ANINAPATHBIE CPEACTBA, IO3BOJISIONIME OOECIIEYUTh
BBITIOJITHEHHE BO3JIOKEHHBIX Ha HHUX oOs3aHHOCTEH (PyHKIui) mo 3amure WHGOPMAIMH, B TOM
Yycie O BBISBJICHUIO yrpo3 Oe3omacHOCTH HH(pOpMAIM, OOHAPYKEHUIO U IPEIOTBPAILCHHIO
BTOP)KCHUH, TPOBEACHUIO KOHTPOJS YPOBHS 3aIIMIIEHHOCTH WH(OPMAIMH, COJCp)Kaleics B
UH(POPMALMOHHBIX CHCTEMaX, MOHUTOPUHTY HMH(POPMALMOHHOW 0e30MacHOCTH MH(OPMAIIMOHHBIX
CHCTEM, BBISBICHHUIO YSI3BUMOCTEH, KOHTPOIIO HACTpOeK M KOH(purypamuii MH(GOpMAnMOHHBIX
CHCTEM, a TaKXe CPEICTBAa M CHCTEMbI, MpeIHa3HAUCHHBIC I aBTOMATHU3alMU U aHAIUTHYECKOU
HOJICPKKH ACATEIFHOCTH TI0 3alUTe HHHOPMALIUH.



CoctaB mpOrpaMMHBIX, TNPOTPAMMHO-ANIMAPATHBIX CPEACTB, HEOOXOMUMBIX CTPYKTYPHOMY
NOJIpa3IeNICHUI0 (CIEIUAIMCTaM) 110 3aluTe HH()OPMAIUK ISl BRITIOJTHEHUS! BO3JIOKCHHBIX HA HUX
oOsi3aHHOCTEH ((YHKUHMI), ONpenenseTcss BO BHYTPEHHUX CTaHIApTaX M perjiaMeHTax IO 3alluTe
nHpopMmaIuu.

24. Jlng TpoBeIEHUS MEPONPHUATHA W TPUHATHS MEp IO 3amuTe WHPOPMAIUU OIepaTOpOM
(oOnamateneM WHPOPMALMK) MOTYT TPHUBJICKATHCS OPraHU3AllMM, HMMEIONINE JIUIICH3HI0 Ha
NESATCIIbHOCTh 110 TEXHUYECKOW 3amuTe KOH(PUICHIMANBHOH WHpopMaruu <9> (maiee -
CHeIMaTU3UPOBAHHbBIE OpTraHH3aIN). CocraB MIPOBOAMMBIX CHeIHaTu3UPOBAHHBIMU
OpTaHU3aAIUAMU MEPOIPHUATHIA U TPHHAMAEMBIX UMK Mep TI0 3alIuTe HH()OPMAIIHH, HCIIOIh3yEeMbIX
OpU 3TOM MPOTPAMMHBIX, MPOTPAMMHO-AIMAPATHBIX CPEICTB, MPEIHA3HAUCHHBIX IS 3allUThI
uH(pOpMAITH, OTIpeIeNsieTcs oneparopoM (obmanareneM nHpopManun). PaOOTHUKU CTPYKTYypHOTO
nojipa3zieNieHus: (CHEeUalnCThl) Mo 3amuTe uHbopManuu omneparopa (obnamarens uHGOpPMAIUN)
JOJKHBI TPUBJICKATHCS K TPHEMKE PE3yJbTaTOB padOT M YCIYT, BBITIOJHSAEMBIX (OKA3bIBAEMBIX)
CHEIUATM3UPOBAHHBIMU OPTaHU3AIHSIMH.

<9> Ilyskr 5 wactu 1 crareu 12 ®enepanbHoro 3akoHa ot 4 mas 2011 r. N 99-®3 "O
JIMIIEH3UPOBAHUH OT/ICJIbHBIX BHJIOB JIESATCILHOCTH' .

25. OneparopoM (obsanareneM HHPOPMALIUH) JOKHBI OBITH pa3padoTaHbl U yTBEPIKICHBI:

BHYTPEHHHE CTaHJApTHI MO 3aIIuTe MH(OpMAalny, yCTaHABIMBAIOIIME TPEOOBaHMS K peaH3alluH
Mep TO 3amuTe WHGOpPMAIMKM TPUMEHHTEIBHO K OCOOCHHOCTSIM JESTEIFHOCTH OIepaTropa
(obmanatens uabopMauu) U GyHKIHOHUPOBAHUS HHPOPMAIIMOHHBIX CHCTEM;

BHYTPCHHHE pErJIaMEHThl 10 3aliuTe WHOOpMAIMK, COJEpKAIIUe TOPSI0K TPOBEICHHS
MEPONPUATHIA UM ONKMCAHUE PEAIN3yeMbIX MPOLIECCOB MO 3alUTe HH(POpPMAITUK TPUMEHHUTEIBHO K
OCOOCHHOCTSIM JIeATEILHOCTH omeparopa (oOmamarens wuHpopManuu) W (GYHKIHOHUPOBAHUS
UH(POPMALMOHHBIX CUCTEM.

BHyTpeHHHME CTaHAApPTHl U PETJIAMEHTHI 10 3alUTe UHPOPMALUU YTBEPIKIAIOTCS PYKOBOJIUTEICM
orepaTopa (obmaaaresns HHPOPMAIIH ) UK OTBETCTBCHHBIM JIMIIOM.

Ob6nacTpb AeiicTBUS BHYTPEHHUX CTaHJAPTOB U PETJIAMEHTOB 10 3aIlUTe MH(POPMAIIUN ONpeesieTCs
omneparopom (obsagarenemM HHGOPMAITIH).

26. BHyTpeHHHE CTaHAAPTHI M PETJIAMEHTHI 110 3aIUTe HHPOPMAITUU JOBOISATCS 10 MOJIB30BaTENCH,
a TaKKe MOJAPSAIHBIX OPraHu3alui B YaCcTH, MX Kacarolencsl.

BHyTpeHHue cTaHmapThl W pETJIAMEHThl MO 3aluTe HHQOpPMAIMK TOJIekKAT HCIIOIHEHUIO
MOJIb30BATEISIMU B YaCTH, UX Kacarolleics.

OO0s13aHHOCTD TOJPSAHON OPTaHU3ALUH 10 BBHITIOJIHCHUIO BHYTPEHHHX CTaHIApTOB M PETIaMEHTOB
1o 3ammre WHPOpPMAIMN OJKHA OBITh ONpeAeiieHa B JOKyMEHTax oreparopa (oOnamarens), Ha
OCHOBaHMH KOTOPBIX IEpeaaeTcsi WHPOPMAIHs, NPEAOCTABIAETCS JOCTYN K HH(OPMALUOHHBIM
cucTemam oneparopa (obmagatesns nHGOPMAIINN) WK COJIEPKAIICHCs B HUX HH(DOpPMAIIHH.

27. CtpyKkTypHOE MojpasieieHrne (CHerraanucThl) Mo 3ammTe WH(DOpPMAIMHU TOMKHO (JOJKHBI)
pa3pabaThiBaTh H TPEACTABIATH PYKOBOJMUTENIO oreparopa (oOnamatens wuHGOpMAIUN),
OTBETCTBEHHOMY h11%010% 000CHOBaHHBIE MIPETIOKEHUS 1o OpTraHU3aI[IOHHBIM,
MaTepHATbHO-TEXHHUECKUM U MHBIM 00ECIICYHBAIONINM pecypcaM, HEOOXOTUMBIM UISI TIPOBEICHHS
MEPOTIPHUITHIA U MPUHATUS MEp MO 3aluTe HHPOpMAIHH, C YKa3aHHEM CBEJICHHUI O MEJsAX 3allUThI



UH(POPMALINK, HAa TOCTHKEHUE KOTOPBIX TPEOYIOTCS PeCypChl, U MEPEYHs HETATUBHBIX MOCIEICTBHMA
(coOBITHIT), HACTYIUICHHE KOTOPBIX MTPOTHO3UPYETCS B CIIydae OTCYTCTBHSI PECYPCOB.

PykoBonurens omnepatopa (oGmajmatens HWHQOpPMAIMKM), OTBETCTBEHHOE JIMII0O Ha OCHOBE
IPE/ICTaBICHHBIX MPEAJIOKECHUI U B TPE/Ieax UMEIOLINXCS CPE/ICTB MPEIyCMaTPUBACT BBIICICHUE
OpTraHHU3allMOHHBLIX, MATCPHUAIBbHO-TCXHUYCCKUX W  HHBIX O6CCH€‘IHB310HIPIX PECYpPCOB  IJId
NPOBEJICHUSI MEPONPUATHA M TPHHATHS Mep MO 3almmTe HWH(QOpMalWu, TPUBICUYCHHUS IIPH
HCO6XOI[I/IMOCTI/I AOIOJHHUTCIBHBIX CHUJI U CPCACTB AJId 3allUThI HHq)OpMaIII/II/I B COOTBETCTBUU C
TpeOoBaHusIMH Ha BCEX dTarax KU3HEHHOTO UKJIa HHOOPMALMOHHBIX CHCTEM.

28. YmpaBieHHE AEATEIBHOCTHIO MO 3aluTe WH()OPMAIUMK JODKHO OCYIIECTBISITECS B paMKax
(YHKIMOHUPYIOUIEH OpPraHMW3allMOHHOW CHUCTEMbI YIPABJICHUS, BO3IVIABISEMON PYKOBOAMUTEIEM
omneparopa (obmanaTens nHGOpPMAIIMK) WA TIO €r0 PEIICHUIO OTBETCTBEHHBIM JIUIIOM. Y TIpaBiIcHUE
ACATCIIbHOCTBIO ITO 3alITUTEC I/IH(I)OpMaI_[I/II/I JOJI?KHO BKJIFOYATh:

a) pa3paboTKy U TUIAHUPOBAHUE MEPOTIPUSTHN M MEp IO 3alUTe HHPOPMAIINH;

0) mpoBeeHNE MEPOTIPUATHN U TIPUHATHE MEP TIO 3aIUTe HHPOPMAIINH;

B) IPOBE/ICHHUE OLIEHKH COCTOSIHUS 3aIIUTHl HH()OpPMAIUK;

I') COBEPILIEHCTBOBAHNE MEPONPHUATHIA U Mep 10 3aIUTe UH(OPMAIIHH.

29. Ipu pa3paboTKe U MIIAHUPOBAHUHM MEPONPUATHI U Mep TI0 3aIuTe HHOOPMAITUK TOTKHBI OBITh:

a) ornpeneaeHbl COObITHS B MHPOPMAIIMOHHBIX CUCTEMaX, HACTYIJIEHUE KOTOPBIX MOXET MPUBECTH K
HapYyIICHHIO LIeJIeH 3alUThl MHPOPMAILIUY, YCTAHOBJICHHBIX B MMOJUTHKE 3alIUTH HH()OPMAIIIH;

0) ompenesneHsl MHMOPMALMOHHBIE CHUCTEMBI, IPOrpaMMHbIE, IPOrpaMMHO-aIapaTHbIE CPEJCTBa,
HECaHKIIMOHUPOBAHHBIN JOCTYN K KOTOPHIM U (MJIM) BO3JEHCTBUE HAa KOTOpPbHIE MOTYT NPUBECTU K
HapYILLEHUIO LieJel 3aluThl MHPOPMAlLUY, YCTAHOBJIEHHBIX B ITOJUTHKE 3aLIUTH MH()OpMAIIH;

B) BBISBIICHBI W OIICHEHBI YIPO3bl 0€30MacHOCTH WHMOpMaIuu, peanusaius (BOZHHUKHOBEHHUE)
KOTOPBIX MOXET NPUBECTH K HApyIIEHUIO MeJed 3ammThl WHPOpMAalWM, YCTAHOBICHHBIX B
MOJINTHUKE 3alTUTHI HHPOpMaIMHK (J1anee - yrpo3bl 6e30macHOCTH HHpOopMaIun);

I) OIpENENeHbl COCTAaB M CPOKHU IPOBEACHUS MEPONPUATUN U MPHUHATHS MEp 10 3aIUTE
MH(QOPMALIUU U OLIEHEHBI HEOOXOIMMBIE JIJIs1 3TOTO PECYPCHI.

30. IIpoBonuMBIE MEPOTIPUATHA W NMPUHUMAEMbIE MEpHI 10 3aIIUTe MH()OPMAIMK TOJDKHBI OBITH
HalpaBJICHbl Ha OJIOKUpOBaHHE (HEHUTpaIHM3allMI0) aKTYAIbHBIX JUIS WHPOPMALMOHHON CUCTEMBI
yrpo3 6e3omnacHocTy HHpOpMAIUH (J1aiee - aKTyalIbHbIE YTPO3bl) B COOTBETCTBUHU C LIETSIMU 3aIIUTHI
UH(POPMAIIUH, OTIPEICICHHBIMH B TIOJMTUKE 3allIUThI HHPOPMAIIHH.

B 3aBucuMOCTH OT 1enei 3amuThl HHPOPMAIMK MEPOIPHUATHS U MEphI MO 3alluTe UH(pOpMAaIiu
JIOJKHBI OBITH HAMPABJICHBI HA:

a) HMCKIIOYEHHE YTEYKH HWH(OpMAalMu OTpaHMYCHHOTO JOCTYNa W WHOW KOH(HICHIUAIHHOM
UHPOpPMaLNY;

0) mpenoTBpallleHHEe HECAHKIMOHMPOBAHHOTO JIOCTyNa K HH(OPMAIMOHHBIM CHCTEMaM H
cojepxalieiics B HUX HMHpopMaluu, oOHapyXeHue (PAKTOB HECAHKIMOHUPOBAHHOTO JOCTYyNa U
pearupoBaHu€e Ha HUX;

B) NpEeAOTBpAlICHNE HECAHKIIMOHUPOBAHHOW Mojudukanuu uHopManuu, oOHapyxeHue (akToB
HECaHKIIMOHUPOBAHHON MOJU(UKALIMY U pearupOBaHUE HA HUX;



I') MpeJoTBpalleHHEe HECaHKIMOHMPOBAHHOM MOAMEHbl WHpoOpMauuu, oOHapyXkeHHue (HaKToB
HECaHKIIMOHUPOBAHHOM MOJMEHBI M pearnpoBaHNe Ha HUX;

N) TPenoTBpAlleHHE HECAaHKIMOHUPOBAHHOTO YyAalieHHs WHGOpPMAIMM W  MPOTPAMMHOTO
oOecnieueHus, oOOHapykeHHe (PaKTOB HECAaHKIIMOHMPOBAHHOTO y/AaJ€HUs U pearupoBaHKe Ha HUX;

€) HCKJIIOYEHHE WM CYIIECTBEHHOE 3aTpyJHEHHE OTKa3a B OOCITYyXHBaHHUM aBTOPU30BAHHBIM
MOJIL30BATEISIM HHPOPMAIIMOHHBIX CUCTEM;

)K) HEAOMYIICHUEC UCITIOJIb30BAHU I/IH(I)OpMaI_II/IOHHBIX CHCTEM U COI[Gp)K&H.I@fICH B HUX I/IH(1)OpMaI_II/II/I
HEC I10 Ha3HAYCHUIO,

3) HUCKJIIOYEHHE WM  CYHIECTBEHHOE  3aTpyJHEHHE  HapylleHUs  (QYyHKIMOHUPOBAHHS
(paboTocmocobHOCTH) MHGOPMAITMOHHBIX CHCTEM;

M) HEJONMyIICHWE  paCIpOCTPaHEHHs C  HCIOJB30BAaHHMEM  MH(POPMALMOHHBIX  CHCTEM
NPOTUBONPABHONW HH(POPMALINY;

K) oOecrieueHre BO3MOXKHOCTH BOCCTAHOBJICHUSI B YCTaHOBJICHHBIC omepaTtopoMm (oOsamarenem
UH(POPMALIMU) CPOKH JTOCTYNa aBTOPU30BAHHBIX MOJb30BaTENeH K MH(OPMAIIMOHHBIM CHCTEMaM H
cojepxarieiicss B Hux nHdopmanuu, 3a0J0KHPOBAHHON BCJICACTBUE pean3aliui (BOZHUKHOBEHUS)
yrpo3 6e30MacHOCTH HH(POPMAIIHH;

7) obecrieyeHWE BO3MOKHOCTH BOCCTAHOBIICHHS B YCTaHOBIICHHBIE oOlepaTopoM (oOiagarenem
uHpOpManMU) Cpoku HH(POpMaIK, MOAUMUIIMPOBAHHON WM YHUYTOKEHHOW BCJIEICTBHE
peanu3anuu (BOSHUKHOBEHUS) yrpo3 O6e30macHocT HHGOpMaInu.

31. OmeHka cocTOSHUS 3aIIUTHl MHGOOpMAIWU JOJDKHA MPOBOAWTHCS HA OCHOBE OIPEICICHHS
oreparopoM (obsagareneM HHPOPMALIUH):

a) TMOKa3aTelisl, XapaKTePU3YIOIIEro TEKYIee COCTOSHIE 3alUThl HHPOPMAIIUK OT 0a30BOTO YPOBHS
yrpo3 6e3omnacHocTy HHGOpMaIuu (J1anee - mokasaresb 3amuieHHOCTH Kay);

0) mokasaresns, KOTOPBIA ONpeenseT JOCTaTOYHOCTh U 3(PPEKTUBHOCTD MPOBEICHUS MEPOIPUATHIA
1o 3anuTe HHGOpMaIMH (J1ajee - moka3aTeiab YpoBHs 3peiaocTh [Lsu).

s ompeneneHus 3HAYEHUH W pacdeTa ToOKa3aTess 3amuiieHHOCTH Ksi M mokasarenst ypoBHs
3penoctd [lsu JOMKHBI NPUMEHATHCS METOAUYECKHE TOKYMEHTHI, yTBepkaeHHbIle PCTOK Poccun B
COOTBETCTBUM € ab3alleM BTOpPHIM NMyHKTa 5 W moamyHkToM 4 myHkTa 8 Ilonoxenuss o @CTOK
Poccuu (nanee - meronuueckue nokyMmeHTel ®CTOK Poccun).

32. Pacuer u oneHKa MoOKa3aTenas 3allMUIIeHHOCTH Ksu JOKHBI MPOBOAMTHCS ONEPATOPOM
(obmagateneM nH(pOpMALIMK) HE PEXE OJHOTO pa3a B LIECTh MecsIeB. PacyeT u olleHKa moka3aTens
ypoBHS 3penoctd [l JOKHBI POBOAUTHCS omepaTtopoM (oOsamaTesieM WHGOPMALUU) HE pexe
OJIHOTO pasa B J1Ba rofa.

O moJy4eHHBIX TIO pe3yJbTaTaM OIICHKH 3HAYCHHSIX IMOKa3aTens 3anmiieHHocTn Ksy 1 mokazarens
ypoBHs 3penoct Il B cilydae MX HECOOTBETCTBUS HOPMHUPOBAHHBIM 3HAUEHUSIM, YKa3aHHBIM B
Metoauueckux nokymeHtax ®CTOK Poccuu, B TeueHue 3 kaneHAapHBIX AHEH CO JHS 3aBEPUICHUS
TaKOW OIEHKH HH(OpMHUpPYETCS pYKOBOAWUTENb omeparopa (oOmagartens HWHPOpPMALUHU) IS
MPUHSATHUS PEIICHUS O TIPOBEICHUHU MEPOIIPUATHN IO COBEPIISHCTBOBAHUIO 3AIIUTHI HHGOPMAINH 1
OPUHATUA MEp TIO TIOBBIIICHHIO YPOBHS 3alIWIIEHHOCTH WHQPOpPMAIUHU, COJEpKaleiics B
HH()OPMAITMOHHBIX CUCTEMAX.

PesynbTarsl onieHku nokasarens 3amunieHHOCTH Ksu 1 mokasarenst ypoBHs 3penoctu [lsu B cpok He



no3jHee 5 pabouux JHEH Mmocie JHSA WX pacueTa JOJKHBI HAlpaBIIATHCS onepaTtopoM (olragaTenem
napopmaruu) B ®CTOK Poccum B mensx MOHUTOPHMHTA TEKYIIETO COCTOSHHUS TEXHUYECKOU
3alUThl MHQOPMAIMM W OLEHKU H(PQPEKTHBHOCTH MCSATEIBHOCTH MO TEXHUYECKOM 3alluTe
uHdopmaruu <10>.

<10> [MognynkTel 6(1) 1 6(5) nynkra 8 [Tonoxenust o PCTIK Poccumu.

33. Ilo pemenuto pykoBoAHTENs omepaTtopa (obnamarens uHPOpPMANUM), OTBETCTBEHHOTO JHIIA
CTPYKTYPHBIM MOJpa3/ieleHueM (CHeluaiucTaMM) MO 3aluTe HHGPOpMAlMU C  y4acTHEM
nojipa3aciiecHuit  (paOOTHUKOB), HCIOJB3YIOMUX WH()OPMAIIMOHHBIE CHUCTEMBI, IOpPa3ICICHIMA
(paboTHUKOB), O0ECHEUYMBAIOMIMX JKCIUTyaTallMio HHQOPMAIIMOHHBIX CHCTEM, pa3pabaThiBacTcs
IUIAaH MEPOIPHUATHH 10 COBEPIICHCTBOBAHWIO 3aIIWTHl MHPOPMALWHU, COJEp)KAIIEHCs B
UH(POPMALMOHHBIX CUCTEMAX, B KOTOPOM B TOM YHCIIE€ YKa3bIBAIOTCS HAUMEHOBAHUS MEPONPUATHH,
CPOKM UX BBINOJHEHMSI, MoJpa3zesieHusi (paOOTHUKN), OTBETCTBEHHBIE 3a pEAM3alMI0 Ka)KJ0ro
MEpONPHUATHS.

[lnan yTBep)KmaeTcss pyKoBOAUTEIEM oreparopa (obmamaTenss WHPOpPMAIMH), OTBETCTBEHHBIM
JUIIOM M JIOBOJUTCS 1O TOJpa3/eleHuil (paboTHUKOB) omepaTtopa (oOmamatens wHpOpManuu) B
YacTH, UX Kacarolelcsa. PesynpTaToM peanuszanuy MeponpusTUil MIaHa JOJKHO OBITh JOCTHKEHHE
3HAUEHUN TMoka3arens 3amuiieHHocTd Ksu M mokasarenss ypoBHs 3penoctd Ilsu He Huxke
HOPMHUPOBAHHBIX 3HAYEHUH, YKa3aHHBIX B MeToandeckuX JokymMeHTax ®CTIOK Poccun.

II1. IIpoBeaeHue MepoONIPUATUI M IPUHATHE MeP MO 3aLHUTe
uH(poOpMaUUH

34. JIns pocTkeHUs Iened 3amuThl HHQOpMAIUH omepatopoM (obmagarteneM HHPOPMAIIH)
JIOJKHBI TIPOBOJIUTHCS CIICTYFOIIIHE MEPOIIPHUSTHS:

a) BBISIBJIIGHUE U OLIEHKA YIpo3 0e30macHOCTH HHPOPMAaLUY;
0) KOHTPOJIb KOH(UTYpaluii THPOPMAITMOHHBIX CUCTEM;

B) yIpaBJICHNE YS3BUMOCTSIMU;

I') yrpaBiieHHe OOHOBIICHUSIMH;

1) obecrieueHue 3amuThl HH(POPMAIMK MTpH 00pabOTKe, XpaHEHUH M OOpalleHu ¢ uHpopMarmei
OTPAaHWYECHHOTO JIOCTYTIA;

) obecnieueHue 3auIuThl HH(OPMAIMK TPY IPUMEHEHUN KOHEYHBIX YCTPOMCTB;
) oOecrieyeHne 3aMuThl HPOPMALIUU TIPU TPUMEHEHUN MOOUIIBHBIX YCTPOICTB;

3) oOecneyeHHe 3amUThl HMHGOpPMAIMM TpH  YAAJIEHHOM JIOCTyNE [MOJb30oBaTele K
UH(POPMALIMOHHBIM CUCTEMAaM;

u) oOecrieueHre 3amMThl WHGOpMAMKM Tpu OECHPOBOJHOM JIOCTYNE IMOJb30BaTele K
MH()OPMAIIMOHHBIM CHCTEMAM;



K) obecrieueHue 3amUThl HHGOPMAIMM TPU TMPEAOCTABICHUM TOJNb30BAaTENIAM JOCTyHa K
UH(QOPMALMOHHBIM CHUCTEMaM, IPEAyCMAaTPUBAIOIIEIO YTEHHE, BBINOJIHEHHE, U3MEHEHHE, 3aIUCh,
yJlajeHue IporpaMM U (UJIM) JaHHBIX B MHPOPMALIMOHHBIX CUCTEMax (Jajee - MpUBUIETUPOBAHHBIN

JIOCTYTI);

1) obecrieueHrne MOHUTOPHHTAa HH(OPMAIIMOHHOH 0€3011acHOCTH;

M) obecrieueHue pa3padoTKu 6€30MacHOTO MPOrPaMMHOT0 OOECTICYCHHUS;
H) obecrieueHne PU3NIECKON 3aUTHl UHHOPMAITMOHHBIX CUCTEM;

0) oOecrieueHHEe HEMPEPHIBHOCTH  (PYHKIIMOHUPOBAHMWS  HMH(POPMAIMOHHBIX  CHCTEM  IpPH
BO3HUKHOBCHHUHN HCIITATHBIX CHTyaHHﬁ;

1) TOBBIIICHUE YPOBHS 3HAHWH M WH(MOPMUPOBAHHOCTH MOJb30BaTe]el IO BOMPOCAM 3alUTHI
UHpOpPMaLINY;

p) obecnieueHue 3auUThl HH(GOPMALMY TIPU B3aUMOJCHCTBUY C MOJIPSIIHBIMU OpPraHU3aIHSIMU;
¢) obecrieueHue 3alIUThl OT KOMIIBIOTEPHBIX aTaK, HAIIPABJICHHBIX HA OTKa3 B 00OCIYKUBaHUH;

T) obecrnieueHue 3auThl HHPOPMAIMK MTPU UCTIONIb30BAHUH HCKYCCTBEHHOTO HHTEIIeKTa <11>;

<11> HonnyskT "a" myHkra 5 HanmoHanbHOW cTpaTeruu pa3BUTHS UCKYCCTBEHHOIO MHTEIJIEKTA HA
nepuon 110 2030 roxa, yrBepxkaeHHOW Yka3om [Ipesuaenta Poccutickoit deneparuu ot 10 okTaOpst
2019 r. N 490 (nanee - HarmonanbHasi crpaTterusi pa3BUTHsI HCKYCCTBEHHOT'O MHTEJIICKTA).

y) peanu3zanusi B HHQOPMAIIMOHHBIX CUCTEMax Mep MO MX 3aIIUTE W 3aIIATE COACPIKAIICHCs B HUX
uHbOopMaIuy;

¢) TmpoBeneHWE KOHTPOJIS  YPOBHS  3AIMINCHHOCTH  HWHGPOPMAIMH, COJAEpXAIIeics B
UH(POPMALMOHHBIX CUCTEMAX;

X) oOecrieueHre HENpPEepbHIBHOIO B3aMMOJEHCTBHS C TOCYJIAapCTBEHHOM cHCTEMOW OOHapyKeHus,
OpEeIyNpexaACHUs W JIMKBUAALMU TOCIEACTBUM KOMIBIOTEPHBIX aTak Ha HWHQPOPMAIMOHHBIE
pecypcsl Poccuiickon @enepannu.

35. JoctatouHOCTh U 3(PHEKTHBHOCTH MPOBOJUMBIX MEPONPUATHHA (PEaTM30BaHHBIX IMPOIECCOB)
OIICHUBAIOTCSI OMEpPaTOPOM IO pe3yJibTaTaM OTMpEJeNICHUsl IMoKa3arenss ypoBHs 3penoctd [l B
cooTBeTCTBUU ¢ MyHKTaMu 32 u 33 TpeboBanwmii.

36. MeponpusiTuss 1O BBISBICHUIO M OLEHKE Yrpo3 0e30HacHOCTH HMH(POpPMAIUU JIOJKHBI
npeaycMaTpuBaTh ONpeAeTeHue B X0/€ CO3aHus MH(POPMALMOHHBIX CUCTEM aKTyalbHBIX YIpo3 U
pa3paboTKy B CilydasiX, YCTAHOBJICHHBIX TPEOOBAHMSMHU K MOPSAKY CO3JaHMS, pPa3BUTH, BBOJA B
9KCIUTyaTaluIo, SKCIUTyaTallud U BBIBOAA U3 SKCIUIyaTallud T'OCYAAPCTBEHHBIX MH(OPMAIMOHHBIX
CUCTEeM W JaJbHEHIIEr0o XpaHEHWs cojepxamieiics B WX 0a3ax JaHHBIX HH(pOpMauy,
yTBEpKACHHBbIMU NocTaHoBiIeHUEM [IpaButenscTBa Poccuiickoit ®enepanuu ot 6 urons 2015 r. N
676, Mozenel yrpo3 0€30MacHOCTH HHPOPMAITIH, a TAK)KE CBOCBPEMEHHOE BBISIBJICHUE aKTYyaIbHBIX
yIpo3 U UX OLEHKY B X0/1€ AKCIUTyaTall1 HH(POPMALIMOHHBIX CHCTEM.

Mopenb yrpo3 6e3omacHOCTH MH(POPMAIMKM B ClIydae €€ pa3padOTKH JOJDKHA HCIIONh30BATHCS B
Ka4ueCTBC UCXOOHBIX NAHHBIX IJIA pa3pa60TKI/1 W BHCAPCHUA MCP IO 3alUTC I/IH(i)OpMaI_II/II/I, a TakKxXe
JUIE BBIOOpa CPEICTB 3alluThl WHPOPMANUU U UX (QYHKIIMOHAIBHBIX BO3MOXKHOCTEH B XOJe
co3aHus (pa3BUTHUS) MOJCHCTEM 3alUThl MHpOpManuu HHGOPMAIMOHHBIX cHcTeM. Pemienue o



HEOOXOJUMOCTH pa3padOTKH MOJAENU Yrpo3 Oe3omacHOcTH WHGOPMAIMM B XOJA€ CO3AaHUS
HETOCY/IapCTBEHHBIX ~MH(POPMAIIMOHHBIX CHCTEM MPUHUMACTCS PYKOBOJAUTEIIEM OIepaTopa
(obnmanmatenss HHPOPMALIMH ), OTBETCTBEHHBIM JIMILIOM.

B xozme skcmmyaTanmu MHGOPMAIMOHHBIX CHCTEM JOJDKEH OBITh OOECIEeYeH MOUCK JaHHBIX M
NPU3HAKOB, WICHTHQHUIMPYIOUIMX HAJIWYAE AaKTyallbHBIX Yrpo3, MPOBEACHA MPUOPUTH3AIMS
BBISIBJICHHBIX yrpo3 0e30macHOCTH HWH(OpPMAIMU, OCYIIECTBICHO OIOBEIICHHE MOJpa3iaeIeHU
(paboTHUKOB) omepaTopa (oOmagaTtens MHGOpPMAIMKM) O BBISBICHHBIX aKTyaJbHBIX yrposax. [Ipu
HaJIMYUK TPU3HAKOB pealu3aluy (BO3ZHHUKHOBEHHMS) aKTYaJIbHBIX YIPO3 JOJDKHBI OBITh TPUHSTHI
MEpBI TI0 UX OJIOKHPOBAHHIO (HEUTpATU3aIlnN ).

37. MepomnpusTus 10 KOHTPOIIO KOH(QUTypanuil nHGOPMAIMOHHBIX CHCTEM JIOJKHBI HCKIIIOYaTh
HECAHKIIMOHUPOBAHHOE M3MEHEHHE COCTaBa IMPOTPaMMHBIX, MPOrPAMMHO-AMIAPATHBIX CPEACTB
UH(QOPMALMOHHBIX CHUCTEM, HX HACTPOEK M KOH(UTYpaluil, YCTaHOBJIEHHBIX BO BHYTPEHHHUX
CTaHJapTax 1Mo 3amuTe uHoOpMmanuu, a Takke obOecrneunBaTh OOHapyxeHHUEe (PakToB
HCCAHKIIMOHUPOBAHHBIX N3MCHEHUH U BBIIBIICHUC MpUYrH U3MCHEHUH.

Kontpons koHpUrypauuii HHGOPMAIIMOHHBIX CHCTEM JIOJKEH OCYIIECTBIIATHCS HA OCHOBE aHAJIN3a
pe3ynbraroB yuera MT-aktuBoB <12> u (unum) cBelE€HUH, COAEPKALIMXCSA B aBTOMATHU3UPOBAHHBIX
cUCTEeMax XpaHEeHHUs U YIPaBICHUS JaHHBIMU 00 HHPOPMALIMOHHBIX CUCTEMaX U UX KOH(UTYpaLusaxX
(mpu Hanmmuuu cucteM uWHBeHTapu3anuu WT-aktuBoB). CTpyKTypHOMY MOApA3AEIICHUIO
(cmenuanmucTaM) TO 3alUTe WHGOpPMAIMU JOJDKEH ObITh oOecredeH JOCTYN K YKa3aHHBIM
CBEJICHUSM.

<12> Ilynkr 3 TIlonoxenuss o6 yuere WT-akTHBOB, HCHONB3YEMBbIX JJsI OCYLIECTBICHHS
NEeSITeIPHOCTH 0 IU(PPOBOW TpaHCPOPMALMK CHCTEMBI TOCYAAPCTBEHHOTO (MYHHUIUITAIHLHOTO)
yIPpaBIEHUs, YTBEP)KIEHHOTro noctaHosiaenueM IlpasurenscrBa Poccuiickoit ®denepaunn ot 1 uromns
2024 r. N 900.

38. MeponpusaTys 1o yHPaBICHUIO YSI3BUMOCTSIMHU JIOJDKHBI BKJIIOYATh BBISIBJICHUE YSI3BUMOCTEH
HH(bOpMaL[I/IOHHBIX CUCTCM, OLCHKY HX KPHUTHYHOCTH, OHNPCACICHUC MCTOAOB W IPUOPUTCTOB
yCTpaHEHUs YA3BUMOCTEH, a TaK)Ke KOHTPOJIb 32 YCTPaHEHUEM YSI3BUMOCTEH.

YCTpaHGHI/Ie y;I3BI/IMOCTeI\/’I, KOTOPBIC MOT'YT OBITH UCIIOJIL30BAHEI HApymUTCIIAMHU, UJIW UCKIIIOUCHUC
BO3MOXXHOCTH WX HCIOJB30BaHUS 32 CYET NPUMEHEHHS KOMIICHCUDPYIOIIUX MeEp JOJDKHO
MIPOBOJIUTHCS oriepaTopoM (oOnamareneM nHGOpMaUN):

B OTHOIICHUHU YA3BUMOCTEH KPUTUYECKOTO YPOBHS OMACHOCTH <13> - B cpok He Ooinee 24 4acos;

<13> Ilynkt 5.2.18 naumoHanbHOro cranaapta Poccuiickoii ®enepanmu ['OCT P 56545-2015
"3ammra wHpOpMAaUUU. YA3BUMOCTH  HMH(GOpPMAIMOHHBIX  cucTeM. IlpaBumna  ommcaHus
yA3BUMOCTEN", YTBEPKJAECHHOTO U BBEICHHOTO B JIeicTBUE mpHKa3zoM Poccranmapra ot 19 aBrycra
2015 . N 1180-ct (M., ®I'BY "PCT", 2021).

B OTHOIIEHUH YSI3BUMOCTEN BHICOKOTO YPOBHS OIIACHOCTH - B CPOK He Oosiee 7 KaJeHJapHbIX JHEH.

B oTHOIIEHUM YySA3BUMOCTEH CpPEIHEr0 M HU3KOTO YPOBHEH OIIACHOCTU CPOKM M IOPSAOK HX
YCTPaHEHUsI ONPEIEINAIOTCS BO BHYTPEHHEM pEIVIAMEHTE IO 3aliuTe HHGOpMALMU HCXOIS U3
ocobeHHOCTeH (QYHKIIMOHMPOBAHUS UHPOPMALIMOHHBIX CUCTEM.

HpI/I BBISIBJICHHUU yﬂSBHMOCTCI’I HH(bOpMaHHOHHBIX CUCTEM, CBCIACHUA O KOTOPBIX OTCYTCTBYIOT B



O0aHke naHHBIX yrpo3 OezomacHoctu uHpopmauun OCTIK Poccum, omeparop (obmamarens
uH(popMaIun) B CpoK He Oosiee 5 paboumx AHEH C JaThl TAKOTO BBISBICHUS JOJKEH HANpPaBUTh
uHpopMmarmio 00 ys3Bumoct B DCTIK Poccum s oneHKM HEOOXOAMMOCTH BKIIOYCHHUS
BBISIBIICHHON YS3BUMOCTH B OaHK JaHHBIX yrpo3 OesomacHoctd uHpopmanuu DGCTIK Poccum
<14>.

<14> IToanynkt 21 nynkra 8 [Tonoxenus o ®CTIK Poccun.

39. MeponpusaTusi 1O YNPABICHHIO OOHOBJICHUSMHU JOJDKHBI BKJIFOUATh MPOBEACHUE TPOBEPKU
HNOJUIMHHOCTH M LIEJIOCTHOCTH OOHOBJIEHHH MpPOrpaMMHBIX, MPOTPAMMHO-AaNMapaTHBIX CPEICTB,
TECTUPOBAaHUM OOHOBIICHHH /IO WX TPUMCHCHUS B KOHTYpax MPOMBIIIICHHON AKCIUTyaTaIlluu
WH(POPMAITMOHHBIX CHUCTEM, BBIJA4Ye pa3pemieHus MoApaseicHusM (pabOTHHUKAaM) oleparopa
(oOnanmatens nHGoOpMaIIMK) HA IPUMEHEHHUE OOHOBJICHUH MTPOTPAMMHBIX, IPOTPaAMMHO-aapaTHBIX
CpCACTB B KOHTYypax HpOMI)IHIJ'IeHHOI\/JI 9KCILTyaTalluu I/IH(l)OpMaIII/IOHHI)IX CHUCTEM C UCIIOJIB30BaHUEM
0e30MacHBIX HACTPOCK M KOH(HTrypalmii, yCTAHOBICHHBIX BO BHYTPCHHUX CTaHAApPTax MO 3allUTe
uHpOpManuu. BeCKOHTpOIbHAS yCTaHOBKA OOHOBJICHHH MPOTPAaMMHBIX, MTPOTPaAaMMHO-AIapaTHBIX
CPEICTB HE JIOMYCKACTCS.

Cpoku  mpUMEHEHHS  OOHOBIEHHH  NPOrpaMMHBIX, IPOrPaMMHO-ANIApPaTHBIX  CPEICTB,
IpEIHA3HAYEHHBIX Ul YCTPAaHEHMsI ySI3BUMOCTEM, YCTaHABIMBAIOTCS BO BHYTPEHHEM pETJIaMEHTE
1o 3amuTe MH(POpMAlMKU B 3aBUCUMOCTH OT CPOKOB YCTpPaHEHHs YSI3BUMOCTEH COOTBETCTBYIOLIUX
YPOBHEW ONAacCHOCTHM M PHCKOB, CBA3aHHBIX C TPUMEHEHHEM OOHOBIICHHH NPOTrPaMMHBIX,
IPOrpaMMHO-ANMNAPATHBIX CPEICTB.

40. Meponpusarus 1o 3aliuTe HHPOpMAUUU Npu oO0pabOTKe, XpaHEHHMH U OOpallleHUuu C
UH(pOpMaLKe OrpaHUYEHHOTO JIOCTYMA JOJKHBI UCKIIIOYATh:

HEIPaBOMEPHOE paclpocTpaHeHHe HH(OpMAMU OrPaHUYEHHOTO JOCTYNa BHE 3aBUCHUMOCTU OT
dbopMbI ee [PEACTABIICHHUS, B TOM 4HCIe c HCIIOJIb30BAHUEM
nH(}OPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIX ceTell u cetr "MHTepHeT";

JIOCTYNl K WH(GOpMAIMM OTPAaHMYEHHOTO JIOCTyNa JIMI, Ui KOTOPBIX HWHGpOpMalus He
npeHa3HaueHa U (M) AJIs KOTOPBIX TaKOM JTOCTYII 3aIpeleH.

[TpoBoauMble MeponpuUATHS JOJKHBI BKIIIOYATh OIpeneiaeHre HH(OpManuu OrpaHHuYEeHHOTO
JIOCTYNa W MpPEJHA3HAUYCHHBIX JII €€ XpaHEHHUs MPOrpaMMHO-AMMApaTHBIX CPEACTB, a TaKkKe
KOHTPOJIb W PETUCTpPAlUI0 BceX (PakTOB JOCTyma IMOJb30BaTeNell K MporpaMMHO-annapaTHbIM
CpEeIICTBaM, B KOTOPBIX XPaHUTCS WHPOPMAIIUs OTPAHMYEHHOTO JJOCTYTIA.

Kontposnb 00paboTkHy, XpaHEHHUSI uHpopManun OTPaHUYEHHOTO J0CTyIa B
IPOrpaMMHO-AIIAPaTHBIX CPEJICTBAX U €€ MEPEeAayu JIOJKEH OCYLIECTBISITHCS B COOTBETCTBUU C
BHYTPEHHUM pEIJIaMEHTOM M0 3amute nHpopmanuu. O (akrax HEPaBOMEPHOTO PacIpOCTPAHEHHUS
UHPOPMALIMU OTPAHWYCHHOTO JOCTYIAa M (WMJIHM) IOCTyNa K CPEICTBAM ee 0O0pabOTKH M XpaHCHHS
JOJDKEH OBITh  HE3aMEUINTENIbHO NPOMH(OPMUPOBAH pPYKOBOAUTENb omnepaTopa (oOsagarens
MH(POPMAIINH ), OTBETCTBEHHOE JIUIIO.

41. MeponpusTus o 00eCreueHuI0 3alUThl HHPOPMALUU MTPU IPUMEHEHUU KOHEUHBIX YCTPOHCTB
MH(GOPMAIMOHHBIX CUCTEM JOJKHBI UCKIIIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
WHPOPMAIMOHHBIM CHCTEMaM H KOHEYHBIM YyCTPOWCTBAM WM BO3ACHCTBHS HAa HHUX Yepes3
uHTEephErChl W MOPTHI, HEMOCPEJACTBEHHO B3aMMOJEHCTBYyIomMe ¢ ceThio "MHTepHer" m (Mim)
noctynHsle u3 cetu "MHTepHet".



3amuTa KOHEUYHBIX YCTPOUCTB WH(MOPMAIIMOHHBIX CHCTEM JOJDKHA BKIIIOUATh PEaTu3aliio B HUX B
cooTBeTcTBUU ¢ TpeboBaHUAMH Mep MO 3auuTe HHGOPMaAIMU OT HECAHKIIMOHUPOBAHHOTO JOCTYTa
U TIPOBEJCHUM Ha HUX MOHUTOPWHTA W aHAlM3a IMPOIECCOB U COOBITHI C IIENBIO BBISIBICHUS
aKTyaJIbHbIX yTpo3, a Takke NPeayNpekICHUU O MPOU30UIEANINX COOBITHSIX O€30MacHOCTH.
KoHTponb ucnonb30BaHUs KOHEUHBIX YCTPOMCTB JOJKEH OCYILECTBISATHCS B COOTBETCTBUHM C
BHYTPEHHUMHU CTaHJAPTaMHU U perJiaMeHTaMU 10 3al[uTe HH)OpMAaLIHH.

42. TlocpencTBOM TMPOBEICHUS MEPONPHUATHH IO OOCCICUCHHUIO 3aIlUThl WHGOPMAIUU IPU
NPUMEHCHUH  MOOWIBHBIX  YCTPOWCTB  JOJDKHA  OBITh ~ HWCKJIIOYEHA  BO3MOXHOCTB
HECaHKITMOHUPOBAHHOTO JIOCTYIA (BO3JICUCTBUS) K HHPOPMAIIMOHHBIM CUCTEMaM U COJEpIKaIIeHCs
B HHMX HH(OpMAaIMK, a TaKXKe K B3aMMOJCHCTBYIOUIMM C HHMH MOOWIBHBIM YCTPOWCTBAM H
coJiepKamieiicss B HUX HHQPOpPMAIMK Yepe3 KaHabl Mepeadd MOOWIBHBIX JTaHHBIX, MOOWIBHEIC
CEpPBUCHI, HHTEP(EUCHI U TTOPTHI MOOMIIBHBIX YCTPOKCTB.

[lpy mpUMEHEHHH MOJB30BATEISAIMH MOOMJIBHBIX YCTPOWCTB ISl JOCTyNa K WH(POPMAIMOHHBIM
CHUCTEMaM WU COJepiKallelicss B HUX HMH(OpMAIMM B LEJISAX BBIIOJHEHUS CBOMX OOS3aHHOCTEH
(bynkuuii) omeparop (oOnamatens wWHGOPMANHMKM) MODKEH TNPUHUMATh MEpPhl IO  3alluTe
MH(POPMALMOHHBIX CUCTEM U COAEpXKaIIeiics B HUX HHPOPMALIUHU, B TOM YHCIIE:

obecneynBaTh 3alUTY KaHAJIOB NICPpEaAavIn NAHHBIX;

OCYIIECTBIISATH JJOCTYII MOJIh30BaTENIEH C MPUMEHEHHUEM CTPOTOM ayTeHTHU(DHUKaIu <15>.

<15> Ilynkr 3.54 nHaumonainpHoro cranjgapra Poccuiickoit @epepanuun I'OCT P 58833-2020
"Samura wHbopmaruu. UWnentudukamms w  ayreHtudukanusa.  OOmume  TpeboBaHus",
YTBEP’KACHHOIO U BBEIEHHOTO B JeiicTBUE Npuka3oM Poccranaapra ot 10 anpens 2020 r. N 159-ct
(M., ®I'BY "Unctutyt crangaptuzanuu’, 2020).

[Tonp3oBareneM JAOJKEH ObITh MCKIIOYEH HECAHKIMOHMPOBAHHBIA JIOCTYl K MOOMIBHOMY
YCTPOWCTBY.

43. TIlpumeHeHHE TMOJNB30BATEISAMH  JMYHBIX MOOWIBHBIX YCTPOMCTB s JOCTyma K
UHPOPMAIMOHHBIM CHCTEMaM W COJIEpIKAIEHCs B HUX WH(POPMAIIUU C TEIBI0 BHIMIOJIHEHUS CBOUX
oOsi3anHOCTEH  ((DyHKIMIA) JOMyCKaeTcst B ClIy4dae COOTBETCTBUS MOOWJIBHBIX YCTPOMCTB
TpeboBanmsiM W Hanmuusg y ornepatopa (obnmagaTtenss WHPOPMAIMKH) BO3MOXKHOCTH KOHTPOJIS
UCTIOJIb30BaHUSI MOOMIIBHBIX YCTPOMCTB.

44. KoHTpOJIb UCTOIBb30BaHUSI MOOUIIBHBIX YCTPOMCTB JTOJKEH OCYIIECTBIATHCS B COOTBETCTBUU C
BHYTPEHHUMHU CTaHJAPTaMHU U PErJIaMEHTaMU 10 3alIUTe HH()OPMALIHH.

45. Ilpy mpUMEHEHUH T0JIb30BATENIIMU MOOMIIBHBIX YCTPOUCTB JUIsl JOCTYyINa K MHPOPMALMOHHBIM
CHCTEeMaM M CofepiKalleiics B HUX MH(OpManuy, He CBI3aHHOTO C BBHIOJHEHUEM IOJIH30BATEIEM
cBOMX OOsi3aHHOCTEW ((QyHKUMI), B TOM 4MCiIe Uil AOCTyHa K OOIIeAOCTYNHON HH(OpManuu,
omeparopoM (oOmamareneM uH(pOpMaNUU) JOJDKHBI  TPUHUMATBCS MEpPhl 10 3alluTe
UH(QOPMALIMOHHBIX CHCTEM M COJAEpKalleics B HHUX HMHGOpMAUM W, TNPU HEOOXOJUMOCTH,
o0ecrieunBaThCs 3alIUTa KaHAJIOB Iepejadyl JaHHBIX, HCIIOIb3YEMBIX JJIS1 OCYIIECTBICHHUS TOCTYIIA.

46. TlocpencTBOM TMPOBEICHUS MEPONPHUATHH IO OOCCICUCHHUIO 3aIlUThl WHGOPMAIUU IPU
yIaJICHHOM  JOCTyNe  T[OJIb30BaTeliell  JO/DKHA ~ OBITh  KMCKIIOYCHA  BO3MOXHOCTB
HECaHKITMOHUPOBAHHOTO JIOCTYTA (BO3JICUCTBUS) K HHPOPMAIIMOHHBIM CUCTEMAaM U COJEpIKaIICHCs
B HUX MH(OpPMAIIH, & TAK)KE K B3aUMOJICHCTBYIOIIMM C HUIMHU TIPOTPaMMHO-AIIapaTHbIM CPEIICTBAM
MOJIb30BaTENCH Yepe3 KaHAIbI IEpejavur JaHHbBIX, HHTEP(EHCH U MOPTHI YAAIECHHO MOIKII0YaAeMbIX



IIPOrPaMMHO-AMNIAPATHBIX CPEICTB.

[lpu ynaneHHOM JOCTYyIIE MOJIb30BaTeNell K HH()OPMAIMOHHBIM CHCTEMaM M COJIEpIKAIIEHCsS B HUX
uH(POPMAITMU B TEJSIX BBITIOJHEHHS CBOMX 00s3aHHOCTEH ((pyHKImii) omeparopoM (obiamarenem
UHPOPMALIMK) JOJDKHBI TMPHUHUMATBCS MEpPhl TI0  3alluTe WHPOPMAIMOHHBIX CUCTEM H
coJiepkamieiicss B HUX WHGPOpMAIMU, OOECIeUYMBAThCS 3allMTa KAHAJIOB TMEpeladdl JaHHBIX H
POTrPaMMHO-aIapaTHBIX CPEICTB, C KCIOJb30BAaHHEM KOTOPBIX OCYIIECTBISICTCS YAAJCHHBIM
A0CTYII, HUCKJIFOYAThCA HecaHKHHOHHpOBaHHBIﬁ A0CTyII K YAAJICHHO IMMOAKJIIOYaCMOMY
POTrPaMMHO-aNNapaTHOMY CPECTBY IOJIb30BATEIIS.

VY naneHHbIH TOCTYT MOJIb30BATENICH B LIETISAX BBITIOJIHEHHSI CBOMX 00s3aHHOCTEH ((PYHKIINN) TOJKEH
OCYILECTBIIATHCS C MCIIOIB30BAaHUEM MPOTPAMMHO-AMIAPATHRIX CPEJICTB, BBIACICHHBIX ONEPATOPOM
(o6mamareneM wH(}OpMaNMKM) W COOTBETCTBYMOIMX TpeboBanmsimM. Ilo coryacoBanuio co
CTPYKTYPHBIM TOfpa3feieHueM (CIeUualuCTaMy) 1O 3aluTe HMHPOPMALUU  JIOIMYyCKaeTCs
MPEIOCTaBIICHUE YAATIEHHOTO JOCTyNna K HHGOPMAIMOHHBIM CHUCTEMaM C UCIOJIb30BAaHUEM JIMUHBIX
IpOrpaMMHO-aNNapaTHBIX CPEACTB IMOJb30BaTess omnepartopa (obnamarens WHPOpPMaLUU) IpH
YCIIOBUU TPUMEHEHMs Ji1 YIJAJICHHOTO JOCTyla CepTU(UIMPOBAHHBIX CPEICTB OOecreyeHUs
0e30macHON JAMCTAaHIMOHHOM paboThl <16>, CPEeACTB AHTUBUPYCHOH 3aIUTBI U WHBIX CPEACTB
3alUThl  MHPOpPMAIMHM, HWCKIIOYAIONIMX Yrpo3bl 0e30macHOCTH HMHGOpMAaIUH, CBS3aHHBIE C
yaJICHHBIM JOCTYIIOM.

<16> Ilpukaz ®CTIK Poccun ot 16 despans 2021 r. N 32 (3apeructpupoBan Munroctom Poccun
15 nrons 2021 r., peructpanmonssiii N 63867).

VY naneHHbI AOCTYN MOJb30BaTeNed K MHPOPMAILMOHHBIM CUCTEMaM B II€JIIX BBIIIOJHEHUS CBOUX
oOsi3aHHOCTEH  (QYHKUMH) JODKEH OCYIIECTBIATHCS C  MCIOJB30BAaHHMEM CeTel  CBsI3H,
pacrosnoxkeHHbIXx Ha Teppuropun Poccuiickonn denepanuu, MOCPEACTBOM IPUMEHEHUS CPEICTB
3alUThI KaHaJa NepeJauu JaHHbIX, U CTPOrof ayTeHTU(UKALIUH [10JIb30BaTENeH.

[Ipn ymaneHHOM JOCTyIe MOJIb30BaTeNe K MHGOPMAIMOHHBIM CHCTEMaM M COAEpJKalleics B HUX
UH(POPMALIMHU, HE CBA3aHHOM C BBITIOJHEHUEM I0JIb30BATEISIMH CBOMX 00s3aHHOCTEH ((yHKIMIA), B
TOM 4YHCJI€ TpH JOCTyne K oOmeaocTynHo wuHpopMaluu, omeparopoM (oOmamarenem
UHPOPMALIMU) JOJDKHBl TNPHUHUMATBCS Mephl 1O 3aluTe HWHPOPMALMOHHBIX CHUCTEM H
cozeprkaieiics B HUX HMHPOpPMAIMM W, NMPH HEOOXOIMMOCTH, OOEcTeunBaThCs 3allUTa KaHAJIOB
nepeaayy JaHHbBIX, HCTIOJIb3YEMBIX Il OCYIIECTBICHHS YAaJIC€HHOTO JOCTYTIA.

KoHTpons ymaneHHOro JocTyma Toib30oBaTenedl K HMHOOPMALMOHHBIM CHCTEMaM JOJDKEH
OCYILECTBIIATECS. B COOTBETCTBUM C BHYTPCHHHMH CTaHAApPTaMH M DPETJIAMEHTAMHU 110 3alluTe
uHbOpMaIUu.

47. TlocpencTBOM TIPOBEACHHUS MEPONPHUATHH 1O OOECIEeUeHUIO 3aluThl WHGOPMAIMU TPU
0ecIpoBOTHOM JOCTYIIE IMOJIb30BaTeNe K MHPOPMALMOHHBIM CHCTEMaM JOJKHA OBITh MCKIIIOYCHA
BO3MOXXHOCTh HECAaHKIIMOHHUPOBAHHOTO JOCTyNa (BO3AEHCTBUsI) K MHPOPMAIMOHHBIM CHCTEMaM U
COIIGp)KB.H.[GﬁCSI B HHUX I/IH(i)OpMaI_II/II/I 3a CUCT HCCAHKIMOHHWPOBAHHOI'O0 MNOAKJIKOYCHUA K TOYKAM
0ecrpoBOHOTO JOCTyHa W JOCTyNma K OecHpoBOAHBIM KaHaldaM Mepeladyd JaHHBIX, MOJIMEHBI
B3aUMOJICUCTBYIOIIMX ¢ HUMH IIPOTPAMMHO-ANIIAPATHBIX CPEICTB WU JOCTYIIA K HUM.

[Tpu GecnipoBOJHOM AOCTYIE MOJb30BaTENe K MHPOPMAIIMOHHBIM CHUCTEMaM U COJAEp Kalleics B
HUX WHGOpPMANMKM B TICNAX BBIIOJHEHUS CBOMX O0s3aHHOCTEH ((YHKIHI) oOmepaTopoM
(o6mamareneM wHGOPMAIMH) AOHKHBI IPUHUMATHCS MEPHI 110 3aIuTe HHHOPMAIIMOHHBIX CUCTEM U
coJleprkamieiicss B HUX HWHQpOpMAINK, 00eCrednBaThCs 3alluTa OECIPOBOJHBIX KAHAJIOB TEpeaaqn



JaHHBIX W MNOpOTrpaMMHO-alIapaTHbIX CPEACTB, C HCIOJB30BAHUCM KOTOPBIX OCYIICCTBIISICTCA
o6ecnipoBogHOi  moctym. [locpeactBom ¢dopmupoBaHus KOHPUTYpallud W HACTPOEK, YpPOBHEH
CUTHAJIOB TOYECK 6CCHpOBOI[HOFO A0CTyIa, HUCHOJB3YCMbBIX IJId IMOAKIIFOYCHUA MOJIb30BaTEIe K
MH()OPMAITMOHHBIM CUCTEMaM B II€JIAX BBITIOJIHEHHS CBOMX 00s3aHHOCTEH ((PyHKINI), TOKHA OBITH
HCKIIFOYCHAa BO3MOXHOCTH IOJAKIOYCHUSA K HHUM JIML, HC HUMCIOHNIUX IIpaB AOO0CTyIlla K
WHPOPMALIMOHHBIM CHCTEMaM. YKa3aHHbIE TOYKH OECIPOBOJHOTO JOCTyNa JOJDKHBI OBITH
OJHO3HA4YHO I/IIICHTI/I(l)I/II_[I/IpOBaHBI B PIH(bOpMaI_II/IOHHLIX CUCTCMAX, a TAKXKC OIPCACIICHBI MCCTA UX
pa3MerieHusl.

Touku OecrpoBOTHOTO JOCTyNa W TOCTPOCHHBIE HAa HMX OCHOBE OECHpPOBOJHBIE CETH CBS3H,
UCIIOJIb3yeMble 7Sl IOCTYyINa Mojb30BaTelned K MHPOPMALMOHHBIM CHCTEMaM M cojepxalieiics B
HUX HMH(QOpPMAlLMK B LENSIX BBIIOJHEHHS MMM CBOMX O0si3aHHOCTEH ((YHKIMIT), AOIKHBI OBITH
U30JIUPOBaHbl OT OECIPOBOAHBIX ceTell CBSA3M, MpEeAHAa3HAYEHHBIX JUIsl AocTyna K cetn "MHTrepHet"
U (Wn) o0Ie0CcTyTHON HH(popMaIuu oneparopa (obaamarens nHGopMammm).

48. TlocpencTBOM TMPOBENEHUS MEPOMPHUATHH IO O0O0ECIEeUEHUIO 3aIlUThl WHGOPMAIUU TPU
NPEJOCTABICHUN TPHUBHJICTUPOBAHHOTO JIOCTYNa JOJDKHA OBITh HCKIIOYEHAa BO3MOXHOCTH
MOJTyYeHUs] IPUBIWICTUPOBAHHOTO JIOCTYMA K MH()OPMAIIMOHHBIM CHCTEMaM JIMIIAMH, IS KOTOPBIX
TaKOW JOCTYI JOJDKCH OBITh MCKJIIOYEH, a TaK)Ke HMCIIOJIb30BAaHMSI MOBBIIICHHBIX IMPaB JOCTYIA C
HapYIICHHEM BHYTPEHHUX CTAHIAPTOB M PETJIAMEHTOB 10 3aIluTe HHPOPMAIUH.

Jis monydeHHs MPUBMUIIETUPOBAHHOIO JOCTyHa JOJKHBI OBITh CO3/1aHbl MPHUBUIIETUPOBAHHbIE
y4eTHbIe 3anuch. [IpuBwiIernpoBaHHBIE YYETHBIE 3alUMCU [JOJDKHBI HMETh IIpaBa JOCTYIIA,
MUHMMaJIbHO HEOOXOJMMBIE [UIs BBIMOJIHEHUS II0JIb30BAaTENIMU  BO3JIOKEHHBIX Ha HHUX
o0si3aHHOCTEH ((DYHKIHIA), B COOTBETCTBHHU C TPUHATHIMHU B HH()OPMAIIHOHHBIX CUCTEMAaX MOJACIISIMH
JOCTyIIa Iojab30Barenei. [IpuBuIerupoBaHHbIe y4eTHBIE 3alMCH, UMEIOLUE IIpaBa IO CO3AAHUIO
JIPYTUX NPUBUJIETMPOBAHHBIX YUETHBIX 3aMUCEH, TOIKHBI OBITh MEPCOHU(UIIUPOBAHHBIMH.

[IpuBHIETNPOBAHHBII TOCTYI JOKEH OCYIIECTBISATHCS ¢ IPUMEHEHUEM CTPOrod ayTeHTH(UKaLuy,
a B ClIy4ae TEXHHUYECKOH HEBO3MOXXHOCTM NPUMEHEHHS CTPOTOM ayTeHTH(UKAIUH - C
UCIIOJIb30BAaHUEM YCUIICHHOM MHOTO(AaKTOPHOM ayTeHTH(PHUKALINN.

He nomyckaetcsi oObeiuHEeHNE B paMKaX OJHOW MPUBWIJICTHPOBAHHOW YUYETHOW 3allMCH WJIU OJTHOM
TPYIIBl NIPUBWICTUPOBAHHBIX YYETHBIX 3aIllUCEH POJIEH IO CUCTEMHOMY AaJIMHWHHMCTPUPOBAHUIO,
poJieit o pa3paboTKe M TECTUPOBAHHUIO MPOTPAMMHBIX, IPOrPaMMHO-AIAPATHBIX CPEACTB, poJiel
aJIMUHUCTPATOPOB 0€30MaCHOCTH.

HGI/ICHOHBSYGMBIC IMPUBHUIICTUPOBAHHBIC YUCTHBIC 3aIlIMCU NOJIPKHbBI OBITh 38.6J'IOKI/IpOBaHI>I " YJaJICHBI
B COOTBCTCTBUU C BHYTPCHHHUMHU CTaHAApPTAMH U PECriIaMCHTAMU I10 3alIUTC HHq)OpMaHHH.

BCTpOeHHBIe MNPUBUIICTUPOBAHHBIC YUYCTHBIC 3allMCU HJOJIZKHBI 6BITI: OTKJIIOYCHBI WJIM, B CJIy4dac
HEBO3MO)XHOCTH OTKIIOYCHUs, ITEPCHMEHOBAHBI IMOCJTE 3aBEpIICHUS HACTPOHMKH M yCTAaHOBKH
KOH(QUTrypaluid,  3aJaHHBIX  BHYTPEHHMMH  CTaHIAapTaMM 1O  3amuTe  HMH(OpMAIUH.
AyTeHTHQHKAIMOHHAS UHPOPMAIIUS BCTPOCHHBIX MPHUBHICTUPOBAHHBIX YUETHBIX 3alTUCEH JODKHA
6BITI: HU3MCHCHA B COOTBCTCTBUHU C BHYTPCHHUMH CTaHAapTaMU W PCrIIaMCHTAMH 110 3alllUTC
nHpopmaIuu.

Bce nelictBuS MO JOCTYIy IOJB30BAaTENIEd € HMCIOJIB30BAHUEM ITPUBUIIETMPOBAHHBIX YYETHBIX
3alMced MOANeXaT peructpauuu. KOHTpOJIb HCIOJIB30BaHUSA NPUBWIETUPOBAHHBIX YUYETHBIX
3amucell JOHKEH OCYIIECTBISITBCS B COOTBETCTBUU C BHYTPEHHHMM CTAaHJIAPTaMHU U periiaMeHTaMu
10 3aIuTe HHGopMaIuu.

49. MepompusiTds 1O OCYIIECTBIECHUIO MOHUTOPHWHTAa MH(POPMAIIMOHHON O€301aCHOCTH JTOJKHBI



npeaycMaTpuBaTh cOOp JaHHBIX O COOBITHSX OE€30MacHOCTH, UX OO0pabOTKE M aHajHu3e, a TaKxkKe
BBISIBJICHHE TPU3HAKOB peaM3allii yrpo3 0Oe30macHOCTH HWHGOpManuu ¢ (Wid) HapyHIIeHUN
TpeOOBaHUI BHYTPEHHUX CTaHAAPTOB M PEraMEHTOB IO 3auure nHpopMmaruu. MeponpusTus mo
OCYIIIECTBIICHUIO MOHHUTOPHHTa WH(POPMAIMOHHOW O€30MacHOCTH JOJDKHBI TPOBOAMTHCS B
OTHOIICHUM BCEX HMH(POPMALMOHHBIX CHUCTEM, 33 HCKIIOYEHHUEM JIOKAIBHBIX W H30JIMPOBAHHBIX
UH(POPMAIMOHHBIX CUCTEM, B KOTOPBIX JIOJDKEH 00€CIIEYNBATHCSI KOHTPOIIb KYPHAJIOB PETUCTPAIIH
COOBITHI 6€30MacHOCTH.

Meponpusitiss 10 MOHHTOPUHTY WH(POPMAIIMOHHON OE30MaCHOCTH JOJDKHBI OCYIIECTBISTHCS B
cootBetcTBUU C pazaenamu 4 u S 'OCT P 59547-2021.

B xome nmpoBeneHHss MOHUTOpPHHra HWHGOPMAIMOHHON  0E30MacHOCTH  JUIs  aHajIu3a
3a()UKCUPOBAHHBIX COOBITHI O€30MaCHOCTH W BBIABJICHHBIX B HHUX TMPU3HAKOB peaM3aIluu
aKTyaJIBHI:IX prO3 IIOHyCKaeTCH HCITIOJIB30BAHUC I[OBGpCHHBIX TEXHOJIOT 15071 I/ICKyCCTBeHHOFO
HHTEIUIEKTa <17>.

<17> HoanyskT "i" nmynkra 5 HanmoHanbHOW CTpaTeruu pa3BUTHS HCKYCCTBEHHOTO MHTEIIEKTA.

CrpykTypHOE TojApa3jeiieHne (CrernuainucThl) Mo 3ammure uHpopManuu omeparopa (oOmamarens
uHbOpMaIlMK) C TMEPUOJUYHOCTHI0O M B CPOKH, YCTAHOBJICHHBbIE BHYTPEHHHM pETJIAMEHTOM IIO
3amuTe WHQOPMAIMH, TOJDKHO (JIOJDKHBI) pa3padoTaTh W MPEACTABUTH PYKOBOJIUTEIIO OIepaTopa
(obnanatens uHopmalym), OTBETCTBEHHOMY JIMILY OTUET O pPe3yJbTaTaX MOHUTOPUHTA, KOTOPHIi B
TOM YHCJIC JIOJDKEH COAEpkaTh TUIBI COOBITHH 0€30MacHOCTH, OOHAPYKEHHBIC IO pe3yJbTaTam
MOHHMTOPHUHTA, U CBS3aHHBIE C HUMH KOMIIBIOTEPHBbIE WHIUACHTHI (MIPH HMX HAIWYHH), a TaKXKe
pEeKOMEHJAMKA TI0 WX aHam3y W (W) ycTpaHeHuto. llocnemHuii B TEKyHeM Trojay OTYET O
pe3ylbTaTaX MOHUTOPUHTA UM UTOTOBBIN OTUET 3a TEKYIIH roj (B ciiyyae ero pa3paboTKu) mocie
MIPEICTABJICHHUS] PYKOBOJIUTENIO orepaTopa (ob6iamaresns nHpopMalMy) HaMpaBseTCs ONepaTopoM
(obmanatenem wundopmanuu) B GCTOK Poccun B mensx MOHUTOPHHIA TEKYIIETO COCTOSHUS
TEXHUYECKOH 3a1uThl HHPpopMarmu <18>.

<18> INonnynkt 6(1) mynkra 8 ITonoxenus o ®CTIK Poccun.

50. MepompusTusi 1Mo pa3paboTke O€30MacHOTO MPOTrPAMMHOTO OO0ECNeYeHUs IOKHBI OBITh
HaNpaBJICHbl Ha TIPEJAOTBpAIICHUE TOSBICHHS, BBIABICHHE W YCTPAaHCHHE YSI3BUMOCTEH B
pa3pabaTbiBaeMOM orepatopoM (oOsagareneM HWHGPOPMALKMK) TMPOrPAaMMHOM  OOECIICYECHHUHU.
Mepomnpusatust mo pa3paboTke 0e30MMacHOr0 MPOTPAMMHOIO OOECTICUCHHs] MPOBOASATCS B Ciydyae
OCYILIECTBJIEHUSI ~ omepaTopoM (oOnmagareneM HWHQPOPMALMK) CaMOCTOSTEIBHON  pa3paboTKu
POTPAMMHOTO 00eCTIeUeHHsI, TPUMEHSIEMOT0 B HHQOPMAITHOHHBIX CUCTEMaX.

B cnyuae camocTosTensHON pa3pabOTKH oneparopoM (obimagareneM HHPOpPMAIHK) TPOrPaMMHOTO
oOecrieueHus, TMPEAHA3HAYCHHOTO IS KCIIOJIb30BaHUS B WH(OPMAIMOHHBIX CHUCTEMax, JOJDKHBI
OBITh pean30BaHbl MepbI, IpeaycMoTpeHHsble pasaenamu 4 u S TOCT P 56939-2024.

B cnyuae npuBneuyenus oneparopom (obnagareneM MHGOpMauM) A pa3paboTKU IPOTrPaMMHOTO
oOecriedyeHNs TMOAPSAIHON OpPraHM3alM{d MO PEUICHUIO PYKOBOIUTENS (OTBETCTBEHHOTO JIMIA) B
TEXHUYECKOE 3a/JlaHie Ha pa3paboTKy NpPOTPaMMHOTO 00eCHedeHUs] MOTYT OBITh BKJIFOUEHBI
TpeboBaHus 1O pa3paboTKe Oe30MacHOro mporpaMMHoro ooecrnedenus B coorsercteuu ¢ [OCT P
56939-2024.

51. TlocpeacTBoM MpOBENEHHS MEpONpHATHH 1Mo obOecneueHuro  (U3MYecKOW  3allUThI



WH(POPMAIMOHHBIX CHCTEM JIOJDKHA OBITh MCKIIFOUY€HAa BO3MOXHOCTh HECAHKIIMOHUPOBAHHOTO
(GU3MYECKOTO JIOCTyma K MPOTpaMMHO-aNmMapaTHBIM —CpPeACTBAaM OOpaOOTKHM M XpaHCHHS
UHpOpMaLIUH.

Ou3nyeckuil JOCTYNl K MPOrpaMMHO-aNNapaTHbIM CpeACTBaM HH(POPMAIIMOHHBIX CHCTEM,
npeIHa3HAYCHHBIM JUIT 00pabOTKM W XpaHEHUS WHPOpPMAIUH, JOJDKEH OBITh IPEIOCTaBICH
MOJIb30BATENSIM, KOTOPHIM YKa3aHHBIN JTOCTYI HEOOXOAMM JIJIsl BHITTOJHEHUSI BO3JIOKEHHBIX Ha HUX
obs3anHOCTel  ((yHKImi). [IporpamMMHoO-ammapatHble cpeicTBa WH(POPMAIMOHHBIX CHUCTEM,
npeIHa3HauYeHHbIE I XpaHeHus: HGOpPMAIUH, TOJKHBI OBITh YCTAHOBJICHBI B TOMEIIEHUSIX (30HAX
noMmeneHui, mkadax, (QyTisapax, KopIycax), HECaAaHKIIMOHHPOBAHHBIA (QU3WYCCKUN OCTYI B
KOTOpBIE JOJHKEH OBITh UCKITIOYCH.

KoHTponb ¢u3ndeckoro 10cTymna K MporpaMMHO-aIapaTHBIM CPEACTBAM OOpabOTKH M XpaHEHUS
UHPOPMALIMU OTPAaHMYCHHOTO JOCTyna M (WJId) B TOMEIIEHUS (30HBI TMOMELICHHH, IIKagbl,
GyTiIsipel, KOpITyca), B KOTOPBIX OHU YCTaHOBJICHBI, JIOJDKEH OCYIIECTBISITHCS B COOTBETCTBHU C
BHYTPCHHUMMU PCIrIIaMCHTAMU 110 3alIUTC HH(pOpMaLII/II/I.

CpeMHBIE MAIIMHHBIE HOCUTENH HWHGPOpPMAIUU, pa3pelIeHHbIE [JIs1 HWCHONIB30BaHUS B
UH(POPMALMOHHBIX CHCTEMaX, MOJUIekKAT yUETy W KOHTPOJIO MCIOIb30BaHUA. B nH(pOpMaImOHHBIX
cUCTeMaXx JIOJDKHBI HCIOJIh30BATHCS CHEMHBIC MAIIMHHBIC HOCHTEIM WH()OpMAIUH, BbIJaBaCMBbIC
omepatopoMm (obnamarenem wuHpopmanmm). B ciydae oOHapyKeHHs MOJB30BATEIEM ChEMHOTO
MAIIMHHOTO HOCHTENS HWH(POPMAIMU, TPUHAIICIKHOCTh KOTOPOTO WIIM BJaJeNblia KOTOPOTO
YCTaHOBUTHb HEC YOaJI0Ch, TaKOM CBHEMHBIA MAIIUHHBLIA HOCHUTEID HHq)OpMaHHH JOJIZKCH OBITH
nepefiaH B CTPYKTYpPHOE TOJpasJelicHHe (CHeluainucTaM) Mo 3amuTe HHGOpMAIMK U aHaJIn3a
colepkauieiics Ha HeM uH(pOpMalWu, MPOrpaMM U TpPU HEOOXOAMMOCTH JalIbHEUIIETro
yHHUYTOXKEHUsA. [logkiroueHne oOHApY)KEHHOTO ChEMHOTO MAIIMHHOTO HOCUTENs WHPOpMAIUU K
WH(POPMAITMOHHBIM CHCTEMAaM 3aIpeIiaeTcs.

52. TlocpencTtBoM  TpOBENEHUS  MEPONPUATHI MO  0OECNEYEHUI0  HENPEephIBHOCTU
(GYHKIMOHUPOBAaHUS HMH(OPMAIIMOHHBIX CHUCTEM TPM BO3HUKHOBEHHHM HEINTATHBIX CHUTYyalui
JOoKHAa OBITH OOecredeHa BO3MOKHOCTh BOCCTAHOBJICHHUS BBINTOJHEHUS (QYHKLUHA (IIPOIECCOB,
BUOB PaboT) MH(DOPMAITMOHHBIX CHCTEM, JUII KOTOPBIX OomepaTopoM (obiamaterneM HH(POpMAIIUH)
YCTaHOBJICHBI TPeOOBaHUS K HEMPEPHIBHOMY PEXUMY (YHKIMOHHPOBAaHMS (Iajiee - 3HAUYMMBbIC
¢yHKIMHM), B Tpenenax WHTEPBAJIOB BPEMEHH BOCCTAHOBIICHUS, YCTAaHOBJICHHBIX BHYTPEHHHMU
CTaH/JapTaMH U perJIaMeHTaMH 110 3aIuTe HHHOpManuy.

53. VHTepBansl BpeMEHHM BOCCTAHOBICHHS (QYHKIMOHWPOBAHMS WH(POPMAIIMOHHBIX CHCTEM, HX
CETMEHTOB, BBINOJIHAIOUIMX 3HAYMMble (YHKLWHU, YCTaHABIUBAIOTCS oOlepaTtopoM (oOnamarenem
uH(pOpMannM) B COOTBETCTBHM C aKTaMH, Ha OCHOBAHHUHM KOTOPBIX OCYIIECTBIISICTCS CO3JaHME,
SKCIUTyaTansi HMH(OPMAIIMOHHBIX CUCTEM, WM TpeOoBaHMSAMU oOnagatens HHGOpMAIMM B
3aBUCHMOCTH OT 3HAYMMOCTH (YHKIMH JUIg oOecleueHus ero JAeATeNbHOCTH, KIacCoB
3alIUIIEHHOCTH HMH(OPMAIIMOHHBIX CHUCTEM, YCTAaHABJIMBAEMBIX oreparopoM (oOnagarenem
nH(pOpMannM) B COOTBETCTBUH C NMPHIOKEHUEM K TpeOOBaHMUSIM, U JOIDKHBI COCTABIISATh:

Ui MHGOPMAIMOHHBIX CHUCTeM | Kilacca 3alluIIeHHOCTH - He Ooiee 24 4YacoB ¢ MOMEHTa
OOHapy)KeHUsI HapyIIeHus! (PyHKIIMOHUPOBAHUS;

U1 “HQOPMAITMOHHBIX CHCTEM 2 Kjacca 3allMIIEHHOCTH - He OoJjiee 7 KaJIeHIApHBIX THEH ¢
MOMEHTa 0OHapyKeHUsl HapylIeHUs (yHKIIMOHHUPOBAHUS;

Ui MHGOPMALIMOHHBIX CHCTEM 3 KJlacca 3allUIEHHOCTH - He Oonee 4 Henenb ¢ MOMEHTa
oOHapyXeHHs HapyleHus: QyHKIUOHUPOBAHMSL.



54. TlporpamMmHbIe, MPOTpaMMHO-ANINIAPATHRIC CPEICTBA, MO3BOJSIONIUE OOECIICUNUTh BBIMIOTHEHHE
3HAYUMBIX (YHKIHHA, JOJDKHBI OBITh Pa3BEPHYTHI B OTKAa30yCTOMYMBOW KOHQUTYpAIUH,
oOecrieunBarolieii BOCCTAHOBJICHHE BBINIOJIHEHUS 3HAYMMbBIX (YHKIMI B  yCTaHOBJICHHBIH
oneparopoM (oOnamareneM WHGOPMAIMK) BO BHYTPEHHUX CTaHAApTax W periiaMeHTax MO 3aliuTe
UH(POPMALIMU UHTEPBAJ BPEMEHH BOCCTAHOBJICHHUS.

55. OnepaTtopom (obaanateneM HHGOPMAIMK) JOJKHO ObITh 00ecIeueHo:

CO3JJaHNE JOCTATOYHOTO KOJMYECTBA PE3CPBHBIX KOMHUH MPOrPaMMHBIX, IPOTPAMMHO-AIIAPATHBIX
CPEeICTB M UX KOH(pUTrypauuid, 00eCeunBaIOIINX BHIMOJIHEHNE 3HAUUMBIX (DYHKIUI, HEOOXOIUMBIX
JUIi BOCCTAHOBJIICHHS BBINIOJHEHUS 3HAYMMBIX (YHKIMH B YCTAHOBJICHHBI BO BHYTPEHHHX
CTaHJapTax M perjiaMeHTax I0 3aluTe WHPOpPMAlKUU HHTEPBAaJ BPEMEHHM BOCCTAHOBJICHHUS, W
HEePHOANIECKOE TECTUPOBAHNE TAKHX CPEJCTB Ha PaOOTOCIIOCOOHOCTS;

CO3JaHME JIOCTATOYHOTO KOJMYECTBA PE3EPBHBIX KOMMM HHOpManuM, HEOOXOOUMOW Jyid
o0ecrieyeHMs BBIMOJHEHUS 3HAUYUMMBIX (YHKIUIM, a Takke HX XpaHEHHE Ha pa3HbIX THIAX
MAIIMHHBIX ~ HOCHUTENeld  WMHpOpMamud B~ MeCTaX,  OO0ECIEYMBAIOIINX  HCKIIOUCHHE
HECAHKIIMOHUPOBAHHBIN 1OCTYI K pE3€PBHBIM KOMUAM HH(OPMAIHH.

[lepnoiMYHOCTE PE3EPBHOIO KOMUPOBAHMS, KOJIUYECTBO, THUIBI HOCHUTEIEH, MECTa XpaHEHUs
PE3EPBHBIX KOMHMA M YpOBEHb KPUTHYHOCTU DPE3EPBUPYEMON HH(POPMALUHU OIPEIEIAIOTCS BO
BHYTPEHHUX CTaHAApTaX U periaMeHTax Mo 3aiuiuTe nHHOpMaIUH.

Omnepatop (ob6sanarens WHPOpPMAIMK) JOJDKEH MPOBOAWTH MEPHOIUYECKHUE, HO HE PEXKE OTHOTO
pa3a B JBa roja, MpPOBEPKH, B TOM YHUCIIe¢ B (OpPME TPEHHUPOBOK, BO3MOXXHOCTH BOCCTAHOBIICHHS
BBIMIOJIHEHUSI 3HAYUMBIX (YHKIMM C HCIONb30BAaHUEM PE3EPBHBIX KOMUN MpPOTrpaMMHBIX,
pOTpaMMHO-aINNapaTHBIX CPEACTB M WHQPOpPMAIMK, HEOOXOAMMOHN Ui HMX BBIOJHCHUS, C
MPHUBJICYCHUEM pPAOOTHHUKOB, 3aJCHCTBOBAHHBIX B TMPOBEICHUH pPAOOT 1O BOCCTAHOBJICHHIO
(GYHKIIMOHUPOBAaHUS HHOOPMAITMOHHBIX CUCTEM.

B ciyuae nmpoBeneHHs MepOIPHUATHI 110 BOCCTAHOBJICHUIO (PYHKIIMOHUPOBAHUS MH(GOPMAIIMOHHBIX
CUCTEM, UX CETMEHTOB, BBITIOIHSIONIUX 3HAUMMbIE (DYHKIIMH, C TIPEBHIIIICHUEM HUHTEPBAIOB BPEMEHH
UX BOCCTaHOBJICHUS JIOJDKHA OOECHEeUMBaThCS BO3MOXKHOCTH BBIIIOJIHEHUSI TOJIb30BATEISIMU
3HAYUMBIX (YHKIUH, B TOM 4YHCJIE€ B HEABTOMAaTHU3UPOBAHHOM pEXKUME, B COOTBETCTBUHU C
BHYTPCHHUMH PETIAMEHTaMH 10 3alIUTe HHPOPMALIUH.

56. MepomnpusTus 1O TOBBIIEHUIO YPOBHS 3HaHUW M HMH(GOPMHUPOBAHHOCTH TMOJIb30BATENIEH
MH(QOPMALMOHHBIX CUCTEM I10 BOIIPOCAM 3aLUThI HH(OPMAIMH JOKHBI BKIIFOYATh!

a) IOBEJCHHE J0 TOJb30BaTeNel MHPOPMAIMOHHBIX MAaTEPHUAIOB, B TOM 4YuCle B (OpME MaMSTOK,
06aHHEpOB, OYKJIETOB, IO aKTyaJIbHBIM BOIPOCAM 3aIlMTHl HH(POPMALIUH;

0) mpoBeeHuE JICKITU, CEMUHAPOB, O0YYAIOIIMX UTP IO BOIPOCAM 3alIUThl HH(OPMAITUH;

B) MpOBEACHHE HMMHUTALMOHHBIX pACCBUIOK JJIEKTPOHHBIX TIHCEM Ha CIyKeOHble ajpeca
3JIEKTPOHHON TMOYTHI, HHBIE CITY>KEOHbIE CPEICTBA KOMMYHHUKAIMH C IEJbI0 OLEHKH YCTOWYMBOCTH
M0JIb30BaTENEH K METOIaM COIIMAIbHON HHKEHEPUU;

T') MPOBEICHHE TPEHUPOBOK C MOJB30BATEISIMHU MO MPAKTHYECKOH OTpabOTKE MEPONMPHUSTHH IO
3anmTe HHPOPMAIINH, PETyCMOTPEHHBIX BHYTPEHHUMH PETJIAaMEHTaMH 110 3alliuTe HHPOPMALIUH, H
(hOopMUPOBAHNIO HABBIKOB TIO 3aIIUTE HHPOPMAITHH.

57. IlpumeHnsiemsble onepatopoMm (o0aanaTeneM HH(GOpMaIK) CocoObl MOBBILIEHNS YPOBHS 3HAHUN
MOJIK30BATENICH O BOMPOCAM 3alIUTHl MH(POPMALUHU, TEPUOJUIHOCTh U (HOPMBI OLEHKH ypPOBHS



3HAHUM JIOJDKHBI OINPENEeNAThCS BO BHYTPEHHHX perjlaMeHTax Mo 3ammure uHpopmarmu. OneHka
YPOBHS 3HAHHMH JTOJDKHA IPOBOJUTHCSA HE PEXE OJHOIO pa3a B TPU roJia WIH IOCJIE KOMIIBIOTEPHOTO
MHIMJCHTA, TPOM30LIeaIero y onepatopa (oOnamatens uHopmanuu). ns moibp3oBarene, y
KOTOPBIX OTCYTCTBYIOT 3HaHHs IO BOIPOCAM 3allUThl MH(GOPMALUHU, JOIKHO OBITh OpPraHW30BaHO
MOBTOPHOE MPOXO’KJICHNUE 00YUAIOIMX KyPCOB 110 BOIIPOCAM 3aLIUTHI HH(OPMAIIHH.

58. TlocpencTBoM MpPOBEACHUS MEPONPHUATHH MO 3alUTe WHPOPMAIMU TPU B3aUMOJCHCTBUU
oneparopa (obmagarenss uHGOpPMAIUK) C MOAPSAHBIMA OPTaHU3ALMSIMHU JTOJDKHA OBITH MCKITIOYEHA
BO3MOXXHOCTh HECAHKIIMOHUPOBAHHOTO JIOCTYIA MM BO3IEHCTBHI Ha MH()OPMAIMOHHBIC CUCTEMBI
U COJIEpKAIIyIoCsd B HHUX HWH(MOPMAIMIO Yepe3 B3aUMOJICHCTBYIOIHE € HWH(POPMAIMOHHBIMH
CHUCTEMaMH MPOrpaMMHO-AIapaTHbIE CPEJICTBA MOAPSIHBIX OpPraHW3alMi WM KaHaJbl Tepeladyn
JaHHBIX W WHTep(dEeHCH, UCTHONb3yeMble [UIS JIOCTyNa TOAPSAHBIX OpraHM3alui K
UH(POPMALMOHHBIM CUCTEMaM.

Omnepatopom (obnagatenemM nH(pOpMAIMK) B OTHOUIEHUHW TOAPSTHONW OPTaHHW3allUU TOKHBI OBITh
YCTaHOBJICHBI TPEOOBAHMSI 110 OOECIICUCHHUIO 3aIUTHI HHPOPMAIIUH, K KOTOPOH TOTyUYeH JTOCTYIIL.

He pomyckaercss komupoBaHWE TOAPSAHBIME OpraHH3alUsIMH WHPOPMALUU, K KOTOPOH UM
IPEeIOCTaBICH JOCTYI, €CIM TaKoe KOMMPOBaHHE HE MPEIYCMOTPEHO B JIOKYMEHTaX oreparopa
(oOnamatenss MHPOPMAILIMK), HA OCHOBAHMHM KOTOPBIX MOJPSIHBIM OPTaHU3AIMSIM IPEIOCTABICH
AOCTYII K I/IH(l)OpMaHI/IOHHBIM CUCTEMaM.

B wunHdopManmoHHBIX cHcTEeMax, OTACIbHBIX MPOTrPAMMHO-AMNIAPATHRIX CPEICTBAX MOIPSIHBIX
OpraHu3aIfii, B KOTOPHIX OCYIIECTBISIOTCS 00pabOTKa M XpaHECHUE IOJyYEHHOW B pe3yJlibTaTe
IPEOCTaBIEHHOTO JJOCTYIa HHPOPMALIUH, TOJKHBI OBITh MPUHITHI MEPHI 10 3AIMUTE HHPOPMALIUH.
CoctaB MH(pOpPMANINK, LIENHA €€ 3alIUThl U KJIACCHI 3alIUIICHHOCTH, B COOTBETCTBUU C KOTOPBIMH
MOJPSITHBIMU  OPTaHU3AIUSIMU JOJDKHBI OBITh TPUHATBI MEpPhl MO 3ammTe HHPOpMAIMH BO
B3aUMOJICHCTBYIOMIMX HH()OPMAIIMOHHBIX CUCTEMAaX, YCTaHABIMBAIOTCS OMepaTopoM (olagarenem
uHpOpMaLMK) Ha ocHOBaHMU TpeOoBaHMII BO BHYTPEHHHX CTaHIApTax M periaMeHTrax Io 3alluTe
nHbopmaIuu.

Pazpaborka (pa3ButHe) u (WIM) TECTUPOBAHHE MPOIPAMMHOIO OOECHeUeHHs TMOAPSAHBIMH
OpraHu3aIUsIMH HETIOCPEICTBEHHO B AKCIUTYaTHPYEMBIX MH(OPMAIMOHHBIX CHCTEMax olepaTopa
(obnmanmarens uHpopMaium) He gomyckaetcs. [ mpoBeaeHus: paboT mo paspaboTke (pa3BUTHIO) U
(WJIM) TECTUPOBAHHIO MTPOTPAMMHOTO 00OecTieueHrsT paOOTHUKAM TOAPSTHBIX OpTraHU3aIui JOJIKEH
OBITH MPEOCTABJICH AOCTYI K BBIJCICHHBIM JUISl IPOBEACHUS TaKMX PabOT CTEHAAM Pa3pabOTKU H
(M7M)  TECTHpPOBaHUS, KOTOpPhIE JOJDKHBI  OBITh  M30JIMPOBAaHBI  OT  JKCIUTYyaTHPYEMBIX
MH(POPMALIMOHHBIX CUCTEM oreparopa (obmanatens uHpopmarmn). KoHTpons noctyna noapsaHbIx
OpraHu3aIyil K CTeHIaM pa3paboTKu (pa3BUTHS) U (M) TECTUPOBAHUS JIOJDKEH OCYIIECTBISTHCS B
COOTBETCTBUH C BHYTPCHHUMH perJaMEHTaMH MO 3aluTe HHPOpMaIUH.

59. TlocpeacTtBoM MNpOBEACHHMS MEPONPUATHII MO OpraHu3aly M IPOBEICHUIO 3allUTHl OT
KOMIIBIOTEPHBIX aTaK, HANpaBJICHHBIX HAa OTKa3 B OOCIYXUBAaHUH, JOJDKHA OBITh HCKIIOYEHA
BO3MOXHOCTh OJIOKMPOBAaHHUS aBTOPH30BAHHBIM IOJIB30BATENSAM JOCTyNa K HH(POPMALUOHHBIM
cucteMaM U (WIK) cojepXaiielics B HUX HH(GOpMalWU BCJIEICTBUE HECAHKIIMOHWPOBAHHBIX
BO3/ECUCTBUI Ha UHTEPQEHChI, MOPThI, CEPBUCHI, K KOTOPBIM JIOJKEH OBITh 00€CHeueH MOCTOSIHHBIN
noctyn u3 cetu "MHTepHet".

Omnepatopom (obnamateneM HH(POpPMAIUMK) JODKHO OBITh 00ECIEYeHO B3aUMOICHUCTBUE C
rOCyJJapCTBEHHOM CUCTEMOM OOHapyKeHMs, NpEeAyNpexIeHUs W JMKBUAALUM MOCIEICTBUH
KOMITBIOTEPHBIX aTaKk Ha WHpoOpManuoHHble pecypchl Poccuiickoit ®enepanuu, a Takxke
B3aMMOJCHCTBHE B aBTOMAaTU3UPOBAHHOM peKuUMe ¢ LICHTpOM MOHUTOpPHHIA U YNPABICHUS CETHIO



CBSI3M OOLIETO T0JIb30BaHUs <19>.

<19> Ilynkr 5 Ilomoxenuss o lleHTpe MOHWUTOpPHMHTa W YNPABICHUS CETHIO CBS3U OOIIETO
NIOJIb30BaHUs, YTBEpXKIEHHOro mnpuka3oM Pockomuamzopa ot 31 wmrons 2019 r. N 225
(3apeructpupoBan  Munroctom Poccum 22 Hos6ps 2019 1., peructpammonHwiidi N 56583), c
VU3MEHEHUSIMH, BHECEHHBIMM Ipuka3oM PockoMmHamzopa ot 24 ampens 2024 1. N 73
(3apeructpupoBan Muntoctom Poccuu 6 uronst 2024 r., peructparinonasii N 78486).

Meponpustus, NpeayCMOTPEHHbIE HACTOALUIMM  IYHKTOM, JIOJDKHBI ~ OCYHIECTBIATBCA  C
IPUBJICYEHUEM TPOBANAEPOB XOCTUHIA WM OpraHU3alui, MPeIOCTABIAIOMINX YCIYTU CBSI3U, WIH
OpraHu3aliii, OKa3bIBAIOIIUX YCIYTH MO KOHTPOIIO, (pUiabTpamMu U OJOKHMPOBAHUIO CETEBBIX
3apocoB, O00JaJaloNMX MpPU3HAKaMM KOMIBIOTEPHBIX aTaK, HaIpaBJIEHHbIX Ha OTKa3 B
oOcnyxuBanuu. [IporpamMmmHo-annaparHslie CpeCTBa, UCHOIb3YEMBbIE Ul KOHTPOJIS, QUIBTPALIUN U
OJIOKMPOBAaHUS CETEBBIX 3alPOCOB, O0JANAIOIIMX MPU3HAKAMM aTaK, HANpPaBICHHBIX HA OTKa3 B
00CITy>KHBaHUH, JOJKHBI OBITH PAcIIONIOKEHb! Ha TeppuTopun Poccuiickoit deneparuu.

OOGecrneuenue 0CTYNMHOCTH W3 ceTH "MHTepHeTr" MHTEep(deicoB M CEpBUCOB WHOOPMAIMOHHBIX
CUCTEM, TIOJIeIKAIINX 3aIIUTE OT KOMIBIOTEPHBIX aTaK, HAMIPABJICHHBIX HA OTKAa3 B OOCITYXKUBaHUH,
JOJI’KHO OCYIIECTBIISITHCS B COOTBETCTBHM C BHYTPEHHHUMU perjiaMeHTaMH 10 3aliuTe MHPOopMaun
M0 COTJIACOBAaHHUIO CO CTPYKTYPHBIM MOJpa3JesieHneM (CIeUaTnCcTaMi) Mo 3amuTe uHpopManmm
nociie MPUHATHS Mep MO KOHTPOIO U (QUIBTPAIMKM UCXOMASIIEro U BXOJISAIIET0 CETEBOro Tpaduka B
COOTBETCTBUU C NEpeuHeM pecypcoB cetu "MHTepHeT", ¢ KOTOPHIMH MOXET B3aUMOJIEMCTBOBATh
uHGOpPMAIlMOHHASL CHUCTEMA, BKJIIOYAIOIIMM HCXOISIIMA W BXOISAIIMNA CETeBbIE IMOTOKH, UX
XapaKTEPUCTUKHU M UCIIOJIb3yEeMbIE MPOTOKOJHI.

60. IlocpencTBoM mpoOBeAEHHS MEPONPHUIATHH TO OOECIIEYEHHIO 3allUThl HH(MOPMALUH TIPH
HUCIIOJIB30BaHUM IJIA (byHKHI/IOHI/IPOBaHI/IH I/IH(i)OpMaHI/IOHHI)IX CUCTEM HCKYCCTBCHHOI'O MHTCJIJICKTA
<20> nmomkHa OBITH OOecrieueHa BO3MOXKHOCTh HMCKIIOUEHHS HECAHKIMOHHMPOBAHHOTO JIOCTYMa K
WHPOPMALIMU WM BO3JCHCTBHS Ha WH(GOPMAIMOHHBIE CHUCTEMbI, HECAHKIIMOHHPOBAHHOTO
pacnpocTpaHeHUsT W MOIU(HUKaUMK WH(pOpMAaNWU, a TaKKe HCIIOJIB30BAHUS WH(POPMAIIMOHHBIX
CUCTEM HE [0 MX HA3HAYEHWUIO 3a CYET BO3JEHCTBHMS Ha HaOOphl AAHHBIX <21>, mpuMeHseMble
MOJIETIM HCKYCCTBEHHOTO HMHTEIUIeKTa <22> W HMX mapameTpsl <23>, MpoLecChl M CEpBUCHI IO
00paboTKe JAHHBIX U OUCKY peleHui <24>.

<20> HoanyskT "a" mynkra 5 HarmonanbHOM cTpaTeruu pa3BUTHSI UCKYCCTBEHHOI'O UHTEIIJIEKTA.
<21> HoanyskT "a" nyHkra 5 HannoHanbHOM cTpaTeruu pa3BUTUS UICKYCCTBEHHOTO MHTEIUIEKTA.

<22> IloanyHkT "p" myHkTa 5 HaunoHanbHOM cTpaTerun pa3BUTHS HCKYCCTBEHHOTO MHTEIUIEKTA.
<23> [oanyskT "1" nyHkTa 5 HanoHaneHOM CTpaTeruu pa3BUTHs UICKYCCTBEHHOT'O UHTEIUIEKTA.

<24> [loanyHkt "a" myHkra 5 HarmoHnanpHOM cTpaTeruu pa3BUTHS UCKYCCTBEHHOTO MHTEIIJIEKTA.

He pomyckaercss mepemaua Inuily, pa3paboTaBIIeMy MOJENbh HWCKYCCTBEHHOTO WHTEIUIEKTA,
uHbOpMallMU OTPAaHUYEHHOTO JOCTyMa, CoAeprKalieiics B HMH(OPMALMOHHBIX CHUCTEMaX, B TOM
YuCIe AJis yIydiieHus] QyHKIIMOHUPOBAHUS MOJIETH HCKYCCTBEHHOTO HHTEIICKTA.

61. Ilpu B3aumojneiicTBUM mMONb30BaTENed B LEISIX BBIIOJHEHHWS MMM CBOMX OOs3aHHOCTEH
(pyHKIIMiT) C cepBHCaMM Ha OCHOBE HWCKYCCTBEHHOTO HMHTEIUIEKTa ITOCPEJCTBOM HAIpPaBICHUS
3arpoca 1 NoJy4YeHUsl OTBETa OJKHBI OBITh:



a) MpH B3aUMOJICHCTBUHU B (popMaTe CTPOro 3aJaHHBIX MAOIOHOB 3aIPOCOB H OTBETOB:

ofpeiesieHbl abI0Hbl 3apOCOB MOJIb30BATENEH, HANPABIAEMBIX B UCKYCCTBEHHBIN MHTEIIEKT, U
o0ecreueH KOHTPOJIb COOTBETCTBHS 3alIPOCOB YCTAHOBJIEHHBIM I1A0JIOHAM;

OIPCACIICHBI Hla6JIOHI>I OTBCTOB UCKYCCTBCHHOI'O MHTCJIJICKTA U OGGCHG‘ICH KOHTPOJIb COOTBCTCTBUA
OTBETOB YCTAaHOBJICHHBIM OTiepaTopoM (0b6amaTenemM nHGOpMAIINH) adIoHaM;

0) pu B3aUMOJICHCTBUU B (hopMaTe CBOOOTHON TEKCTOBOM (POPMBI 3aIIPOCOB M OTBETOB:

OMpCACIICHBI JIA HAIPAaBJIKICMBIX B I/ICKyCCTBCHHHf/'I HUHTCJUICKT 3aIlpOCOB IOJIb30BaTeleH
A0IMYCTUMBIC TEMATUKH U obecneyeH KOHTPOJIb COOTBETCTBHSA 3aIIPOCOB JOITYCTUMBIM TEMATUKaAM,

orpeneneHbl (hopMaThl OTBETOB MCKYCCTBEHHOT'O HWHTEUIEKTAa B COOTBETCTBHU C JIOMYCTHMBIMH
TeMaTHKaMd W OOEeCIe4eH KOHTPOJb COOTBETCTBHS OTBETOB YCTAHOBJICHHBIM OIEPATOPOM
(obmanmarenem nHpopMaryn) popmMaraM M JOMyCTUMBIM TEMAaTHKaAM;

B) pa3pa60TaHLI CTaATUCTUYCCKUC  KPUTCpHUU JIsI  BBIABJICHUA  HCIAOCTOBCPHBIX  OTBCTOB
HCKYCCTBCHHOI'O MHTCIJICKTA JJIA IMOCICAYIOIIETO c6opa M aHajin3a HEJOCTOBEPHBIX OTBCTOB,

r) o0ecreyeHo pearupoBaHHWE Ha HEJOCTOBEPHBIE OTBETHI HMCKYCCTBEHHOTO HHTEIIICKTA
HOCPEJICTBOM OIPAaHUYEHUS OOJIACTH TNPUHUMAEMbIX pelleHHH W (Wiau) peanusanuuu (QyHKIHHA
MH(POPMALMOHHON CUCTEMBI HA OCHOBE HEJIOCTOBEPHBIX OTBETOB MCKYCCTBEHHOTO MHTEILICKTA.

HpI/I HUCITIOJIB30BaHUU B I/IH(I)OpMaI_[I/IOHHBIX CUCTCMAaX UCKYCCTBCHHOI'O MHTCIIJICKTA UJIKN CCPBUCOB HA
OCHOBE MCKYCCTBEHHOTO WHTEJUIEKTa TOJDKHO OBITh MCKIIFOUCHO HEPETJIAMEHTHPOBAHHOE BITUSTHHE
HCKYCCTBCHHOI'O HHTCJJICKTA Ha MHOapaMeTpbl MOJACINW HUCKYCCTBCHHOI'O HWHTC/UICKTA W Ha
GyHKIMOHUPOBaHUE WH(OOPMAITMOHHBIX CUCTEM.

HCHOCpe[[CTBeHHO B COCTaB HHq)OpMaIII/IOHHI)IX CUCTEM JOJDKHBI BKJIIOYATbCA JOBCPCHHBIC
TEXHOJIOTUHU UCKYCCTBCHHOT'O UHTCIIJICKTA <25> UM uX KOMIOHEHTEI.

<25> IHoanyHkT "i" myHkTa 5 HanmoHanbHOM cTpaTeruu pa3BUTHS HCKYCCTBEHHOTO MHTEIIEKTA.

62. MeponpusaTusi MO peanu3alid B HWH(POPMAIMOHHBIX CHUCTEMax MeEp MO WX 3alluTe |
cofepxalieiicss B HUX HHPOPMALUHU TOJIKHBI BKIIOUATh:

1) peamuzanuio 0a30BBIX Mep 3allUThl MH(OOPMAIIMOHHBIX CHCTEM M COJACpIKAIICHCS B HUX
WHPOpPMAITMU  COOTBETCTBYIOIIMX KJIACCOB 3aIIMIEHHOCTH, YCTAHABIMBAEMBIX OIEPATOPOM
(obnangatenemM uHGOpPMAIUN);

2) amantanuio 0a30BBIX MeEp 3alIMThl HWH(POPMAIMOHHBIX CHCTEM U COJEp)KaIIelcs B HHUX
UHPOPMALIMU TPUMEHUTEIHO K apXUTEKType HH()OPMAIIMOHHBIX CUCTEM, NPUMEHIEMBIM
HH()OPMAITMOHHBIM TEXHOJIOTHSIM, 0COOEHHOCTSAM ()YHKIIMOHUPOBAHUS WH(POPMAIIMOHHBIX CHCTEM;

3) BepudUKaALMIO aTANTUPOBAHHBIX 0a30BBIX MEp 3alIUTHl WH(OOPMAIMOHHBIX CHCTEM |
coJieprkalieiicss B HUX MHQOpMAIH B COOTBETCTBUU C aKTyaJIbHBIMU YTPO3aMHU U BO3MOKHOCTSIMH
HapyILIUTENEeH, UX JOTOJHEHUE U (WIIN) YCUIICHHE.

63. B uHQOPMALMOHHBIX CHUCTEMAax OJKHBI OBITh pEalM30BaHbl CJENyIOIUEe 0a30BbIE MEpHI
3alIUThl HHPOPMALIMOHHBIX CUCTEM M COJIEprKalleics B HUX HHPOpMaLUU:

a) UACHTUUKAIMS U Ay TeHTU()UKALUS;

0) ynpaBieHHe TOCTYIIOM;



B) perucTpanysi coObITU 6€3011aCHOCTH;

T) 3all1Ta BUPTyAIU3alUH U 00JaUYHBIX BEIUUCICHUNA <26>;

<26> [oanyHkT "u" nynkra 4 Ctpareruu pa3BuTHs MHPOPMAIMOHHOTO oduecTBa B Poccuiickoit
®enepaunn Ha 2017 - 2030 roasl, yrBepxaeHHOU Yka3oMm lIpesunenta Poccuiickoit denepannu ot
9 mag 2017 r. N 203.

1) 3aI1UTa TEXHOJIOTUH KOHTEHHEPHBIX CPEJl M UX OpKeCTparuu <27>;

<27> Ilynkr 3.10 nHaumonanbHoro cranjpapra Poccuiickoit ®enepanuu I'OCT P 70860-2023
"Undopmanmonnbeie TexHojorun. OOnaynbie BbUHciIeHHs. OOImME TEXHOJOTHUH W METOMAbI",
YTBEP’KACHHOIO U BBEJEHHOIO B AeiicTBUe npuka3oM ['occtanmapra ot 28 aBrycrta 2023 r. N 700-cT
(M., ®I'BY "Unctutyt crangaptuzanuu’, 2023).

€) 3al1Ta CepPBUCOB AIEKTPOHHOMN MOYTHI;

K) 3a1IuTa BeO-TEXHOJIOTHI;

3) 3alIMTa MPOTPAMMHBIX HHTEP(HEHCOB B3aUMOICHCTBHS MTPHUIIOKCHUN;
1) 3alllUTa KOHEYHBIX YCTPOUCTB;

K) 3alIiTa MOOUIFHBIX YCTPOUCTB;

J1) 3alIUTa TEXHOJIOTHI WHTEPHETA Bemel <28>;

<28> IloamyskT "B" myHkTta 4 CtpaTteruu pa3BuTus WHGOPMAIMOHHOTO oOmiecTBa B Poccuiickoii
®enepaunn Ha 2017 - 2030 roasl, yrBepxaeHHON YkazoMm lIpesunenta Poccuiickoit denepanuu ot
9 mag 2017 r. N 203.

M) 3al[iTa TOUYeK OECIPOBOJTHOTO OCTYIIA;

H) aHTUBUpPYCHas 3allUTa;

0) oOHapyXeHHEe U MIPEeIOTBPAIICHIE BTOPKEHUI Ha CETEBOM YPOBHE;

) CETMEHTAIIHS U MEKCETEBOE IKPAHUPOBAHHE;

p) 3aIIKTa OT KOMIIBIOTEPHBIX aTaK, HAIIPABICHHBIX HA OTKa3 B 00CITYKUBAaHUU;
C) 3aIKTa KaHAIOB Mepelayr JaHHBIX H CETEBOTO B3aUMO/ICHCTBUSI.

64. Peanuzanus mep 1o 3amuTe HHPOPMAIIMOHHBIX CUCTEM U COJEpsKalleiicss B HUX MH(OpMAaIIHH,
MOJIJICIKAIUE PealM3alid, JIOJDKHA OO0CCIeUMBaTh 3alIUTy OT HAPYIIUTENCH CO CICIyONIMMH
YPOBHSIMU BO3MO>KHOCTEI:

B MH(GOPMAITMOHHBIX CHCTEMax 3 Kjacca 3allHUIIEHHOCTH - OT HApYyIIUTENIeH ¢ 0a30BBIM YPOBHEM
BO3MOXKHOCTEI;

B HMH(pOpPMAIMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH - OT HapyLIMTEJIeH C MOBBILIEHHBIM
YPOBHEM BO3MOXKHOCTEW;

B MH(POPMAIMOHHBIX CUCTeMax | Kiacca 3allMIIEHHOCTH - OT HApyIIUTEJIeH ¢ BHICOKMUM YpOBHEM



BO3MOKHOCTEH.

Omnepatopom (oOmagareneM HMHGOPMALMU) MOXET ObITh MPUHATO pElIEHHE O NMPUMEHEHUH Mep
3anIUThl HTHOOPMAITMOHHBIX CHCTEM M COJEpIKaIleicsl B HUX HHPOPMALIMU OT HapyIIUTeNeH ¢ 6omee
BBICOKUM YPOBHEM BO3MOKHOCTEHA.

65. C uenpio MOATBEPKACHUS JOCTATOYHOCTH MPHUHSITHIX MEp 3aIIUThl HHPOPMAIITMOHHBIX CUCTEM U
cojepxalieiics B HUX WMHPOpPMALUU 10 Hayana oOpaboTKu u (WiM) XpaHeHHs HH(pOpMAIMHU B
rOCy/apCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEMaX JOJKHA OBITh MpOBEIEHA UX arTecTanus <29> Ha
cooTBeTcTBUE TpeOOoBaHUSAM B COOTBETCTBHU C LIOpS/IKOM OpraHM3alUU U MPOBEICHUS padbOT MO
aTTeCTalui OOBEKTOB MH(OpPMATH3AIMU HAa COOTBETCTBHE TPEOOBAHUSAM O 3alluTe WHOOpPMAIUU
OTPaHUYEHHOTO JIOCTYIA, HE COCTABIIAIONICH TOCYIapCTBEHHYIO TaiHy, YTBEP>KACHHBIM MPHUKA30M
OCTIK Poccun ot 29 anpens 2021 r. N 77 <30>.

<29> Iloanyskr 13(3) mynkra 8 ITonoxxenus o @CTOK Poccun.
<30> 3apeructpupoBad Muntoctom Poccun 10 aBrycra 2021 r., peructpanmonssiii N 64589.

Pemenne o HE0OXOAMMOCTH aTTECTAllMM HMHBIX HH(OPMAIIMOHHBIX CHCTEM TOCYIapCTBEHHBIX
OpraHOB, TOCYJAapCTBEHHBIX YHUTApHBIX MPEINPHUATUN, TOCYIApCTBEHHBIX  YUPEKIACHUU
NPUHUMAETCS] pyKOBOAMTENEM oreparopa (o0nanaTens HHGOpMAIK), OTBETCTBEHHBIM JIUIIOM.

66. MeponpusaTus IO KOHTPOJIO YPOBHSA 3alIMIIEHHOCTH WHGOpPMALUU, COAEpKallencs B
WHPOPMALMOHHBIX CHCTEMax, JOJDKHBI O0ECleYMBaTh BKIIOUEHHE MPOBEACHUS  OICHKH
BO3MOXHOCTEH HapylleHus: 0e30macHOCTH MHPOpMaluuu U (WIU) HapyleHus (QyHKIMOHUPOBAHUS
WH(POPMALMOHHBIX CHCTEM BHEUTHUMHU ¥ BHYTPEHHUMHU HAPYIITUTEIISIMH.

KoHTpons ypoBHS 3alIMIIEHHOCTH HWH(POPMALUU JOJDKEH MPOBOIUTHCS B COOTBETCTBUU C
BHYTPEHHUMH pErJIaMEHTaMHU IO 3alluTe MHPOpPMAIMH OJHUM WU COBOKYIMHOCTHIO CIEAYIOLIUX
METOJIOB:

a) aBTOMAaTH3MPOBAaHHOE W (WMJIM) Py4YHOE BBISBJICHHUE YSA3BUMOCTEH HH()OPMALMOHHBIX CHUCTEM C
MOCJIEYIOIEN DKCIIEPTHOM OLICHKOM BO3MOXXHOCTH HX HCIIOJIB30BAaHUS HApYLINUTEIEM U
HapymieHus ~ OesomacHoct  wHQopMamuu M (WiKM)  HapyueHus — (QyHKIIMOHUPOBAHUS
UH(POPMALMOHHBIX CHCTEM;

0) BBIABIICHHE HECAHKIIMOHUPOBAHHBIX MOJKIIOYCHUN YCTPOICTB K MH(POPMALIMOHHBIM CUCTEMAaM;

B) TECTUPOBAHNE MH(POPMALIMOHHBIX CUCTEM ITyTEM MOJCIUPOBAHMS peaiu3aliii aKTyaJbHbIX YTPO3
C LIEJIBI0 OLIEHKM BO3MOXHOCTEH HECAHKIIMOHMPOBAHHOTO JIOCTyNa K HUM (BO3AEMCTBHI Ha HUX)
WIA TIOBBILICHUS TPHUBWIETUH TMpPHU PpEIN30BaHHBIX MEPOIPHUATUAX M Mepax IO 3aluTe
MH(QOPMALMOHHBIX CHCTEM M COJepKAIIEiCs B HUX HHPOPMALINH;

I') TPOBEJCHHE B COOTBETCTBHH C IUIAHOM TPEHHPOBOK MO OTPaOOTKE PabOTHHKAMH OmepaTopa
(ob6mamarens wHbOpMAIUK) IEHCTBUA O OOECTICUCHHWIO YPOBHS 3alUIICHHOCTH WH(OpMAaIUH,
cofepxarieiics B ”HPOPMALIMOHHBIX CHCTEMaX, B YCIIOBHSIX PEaln3allii aKTyaJIbHBIX YIPO3.

67. KoHTpOJIb YPOBHS 3aIIMIIICHHOCTH HH(OOPMAIMH JOJDKEH MPOBOIUTHCS HE PEIKE OJHOTO pasza B
TPU TOJAa WJIM TOCJIE KOMIBIOTEPHOTO HMHIMACHTA, MPOU3OIIEIIIEro y oreparopa (oOiamarens
uHpOpManuu). MeTollbl KOHTPOJISI YPOBHS 3aIIMIICHHOCTH HMH(GOPMAIMH M TEPUOJUYHOCTH €ro
MIPOBEJICHUS OIPEIEIIAIOTCS orepaTopoM (o0mamateieM HH(GOPMaIMK) BO BHYTPEHHEM PETJIAMEHTE.

ITo pesynbraTam NpoOBENCHHUS KOHTPOJIA YPOBHS 3alIMIEHHOCTH HH(pOpMaIM pa3zpabaTbIBacTCs



OTYeT, KOTOPBIM IOANUCHIBACTCS JIMIAMH, IPOBOAMBIIMMU KOHTPOJb. OTYET NOKEH OBITH
NpeCTaBICH B TeUCHHUE 3 paboumx AHEW C AaThl 3aBEPIICHHS] KOHTPOJS YPOBHS 3alIUIIEHHOCTH
UHPOPMALIMU PYKOBOAMTENIO onepaTopa (oOnamaTtens MH(GOpPMAaIUM), OTBETCTBEHHOMY JIMILY IS
MPUHATUS TIPU HEOOXOIUMOCTH pEelIeHUsT PyKOBOAUTENs omneparopa (obmagaTens nHopMaIum) o
BBIJICJICHUM PECYpPCOB C IIENIbI0 TOBBIIMICHUS YPOBHS 3allUIeHHOCTH uHpopmanuu. Otyer
HarpasisieTcs: onepatopom (obnamarenem uHpopmanun) B PCTOK Poccun B TeueHue 5 paboumx
JHEW ¢ JaThl 3aBEpLICHHUS KOHTPOJIS YPOBHS 3AIIMIIEHHOCTH MH(POPMALUU B LEISIX MOHUTOPHHIA
TEKYIIETO COCTOSHHS TEXHUYECKOH 3aIuThl HH)OPMAIUH.

68. MeponpusaTuss U Mepsl MO 3aluTe HHPOPMaLUU, IpeTyCMOTpeHHbIE TpeOoBaHUSIMU, TOJIKHBI
peanu30BbIBaTbCS OlepaTopoM (oOnagareneM HH(OpMAIMKM) C MCIOJb30BAaHMEM METOJUYECKUX
nokymenToB ®CTIK Poccum.

69. IIpu OTCYTCTBUM BO3MOXKHOCTH pe€aln3alliil OTAEIbHBIX MEPONPUATHIA U (MIIH) MPUHATUS Mep
mo 3ammure WH(pOpMAMU B COOTBETCTBHM ¢ TpeOoBaHHMsIMHU orepaTopoM (oOmamarenem
UH(POPMALIMU) JOJDKHBI OBITH pa3pabdOTaHbl U BHEAPEHBI KOMIICHCHPYIOIIUE MEPHI, MO3BOJISIONINE
obecrieunTh OJOKUpOBaHHWE (HEUTpaIU3alMI0) aKTyaJlbHBIX yrpo3. [lpm 3TOoM omepaTopom
(obnmamareneM MH(pOpPMAIMK) TOKHO OBITh 0OOCHOBAHO NMPUMEHEHHE KOMIICHCHPYIOIIUX Mep Ha
JTane Co3AaHus MH(GOPMALMOHHBIX CHCTEM, a HpPU aTTeCTallid WH(POPMAIMOHHBIX CHCTEM -
noATBepkIeHa UX 3((HEKTUBHOCTH 715 OJIOKUPOBaHUS (HEHUTpalu3aum) akTyalbHbIX YIPO3.

70. TexHuyeckue Mepbl IO 3amUTe HHGOPMALUU JODKHBI NPUHUMATHCS Ha AamlapaTHOM,
CUCTEMHOM, MPUKJIAJHOM YpPOBHSAX, a TaKke B HWH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHOM
UHPPACTPyKType NpHu ee Hannuuu. Ha anmmapaTHOM M CHCTEMHOM YPOBHSAX 3allMTa WH(GOpMaIUU
JOJKHA o0ecreunBaThcs MOCPENCTBOM IMPUMEHEHHsS BCTPOEHHBIX B ammapaTHOe OoOecreyeHue U
CHCTEMHOE ITporpaMMHOE o0ecredeHrne CpeICTB 3alnThl nHpopMay. Ha npukiagHoM U ceTeBOM
(uH(pPACTPYKTYpHOM) YpPOBHSIX 3alluTa WHPOPMALNWU [OJDKHA O0ECIeYHMBATHCS TMPUMEHECHHEM
BCTPOCHHBIX B MPHUKJIAIHOE MPOTrpaMMHOE OOeclieYeHUue CpeACTB 3alUThl MHPOpMALUU U (HIH)
NPUMEHEHHEM HaJIOKEHHBIX M CETEBBIX CPEJICTB 3AIIUTHI HHPOPMALIUH.

71. Jna 3ammThl MHGOPMALMM JOJDKHBI MPUMEHATHCS CEPTU(UIMPOBAHHBIE CPEJICTBA 3allUTHI
UHPOPMALIMK B COOTBETCTBUH C HMHCTPYKIMSAMH (TpaBWJIaMH) 10 HX OKCIUTyaTaluH,
YCTAHOBJICHHBIMH Pa3pabOTUYMKaMU B HKCIUTyaTallMOHHON JoOKyMeHTauuu. [Ipumensemsle cpencTa
3Tl MHPOPMALIUU JTOJDKHBI OBITh O00ECIIEYCHBI CO CTOPOHBI UX Pa3pabOTYMKOB TOIJIEPIKKOM
6e3omacHocTH Ha TeppuTopun Poccuiickoit @enepanuu, BKIOYas BBITYCK M INPHUMEHEHHE
OOHOBJIGHMH NIPOrpaMMHOro oOecreyeHusi, O0O0ECleUMBAIOIINX YCTPAaHEHHE  BbISBICHHBIX
ySI3BUMOCTEH, 1e(EKTOB 1 HEAOCTATKOB.

Cpeacta 3amuThl HTHPOPMAIIUHU AOKHBI IPUMEHSTHCS ¢ COOII0IEHUEM 3allPETOB, YCTAHOBICHHBIX
nyHkToM 6 VYkasza Ilpesunenta Poccuiickoit @Pepeparmuum ot 1 mas 2022 r. N 250 "O
JOTIOTHUTEIBHBIX Mepax To0 o0ecredeHuto HMHQPOPMAIMOHHON Oe3omacHOCTH Poccuiickoi
Oepnepanun".

72.  Ilpumensemble  cepTU(QUUUPOBAHHbIE  CPEACTBA  3alIUTHl  MHGOPMAIMMU  JOJKHBI
COOTBETCTBOBATH!

JUTSL 3alIUTHl MHOOPMAIIMOHHBIX CUCTeM | Kilacca 3alMIEHHOCTH - HEe HIDKE YeM 4 KIIacCy 3aIluTh
Y YPOBHIO JIoBepHs <31>;

<31> Ilynkr 2, noanyHkT 13(1) mynkra 8 Ilonoxenus o ®CTIK Poccun.

JUTSL 3aIIUTHl MHPOPMAIIMOHHBIX CUCTEM 2 KJIacca 3allUIIEHHOCTH - HE HIDKE YeM 5 KJIacCy 3allluThl



U YPOBHIO J10BEpUS;

JUTSL 3aIIUThl MHQOPMAIIMOHHBIX CHCTEM 3 Kjacca 3allUIIeHHOCTH - 6 Kjaccy 3alluThl U YPOBHIO
JIOBEPHSL.

73. Ha craausx >KH3HEHHOTO LIUKJIa TOCYAaPCTBEHHBIX MHPOPMALMOHHBIX CUCTEM MEpHI 10 3aIIUTe
uHbOpMaIMU JOHKHBI IPUHUMATHCS 3aKa3UMKaMH, ONIEpaTOpaMU B COOTBETCTBHUH C TpeOoBaHUIMHU
K MOPSIIKY CO3JaHMsl, pa3BUTHUs, BBOJA B DKCILUTyaTalMI0, SKCIUTyaTallud U BBIBOJAA U3 SKCIUTyaTalluH
roCyAapCTBEHHBIX NHGOPMAIIMOHHBIX CUCTEM U JAJIbHEUIIEr0 XpaHeHHs! coaeprKalieiics B ux 0azax
JAHHBIX HH(POPMALIUH, YTBEPKACHHBIMU NIocTaHOBJIeHUEeM [IpaBuTenscTBa Poccuiickoit deneparu
ot 6 mronst 2015 r. N 676, Ha cTaausxX >KM3HEHHOTO ITMKJIA MHBIX WH(GOPMAIIMOHHBIX CHCTEM - B
COOTBETCTBUU C pazjieloM 5 HauuoHaibHOro cra”jpapra Poccuiickoit ®enepauun I'OCT P
51583-2014 "3ammura wuHpopManmu. Ilopsmok co3gaHUs aBTOMATH3WPOBAHHBIX CHCTEM B
3alUIIEHHOM ucnoiHeHuu. OOmme TpeOoBaHMA.", YTBEPKIEHHOIO M BBEIEHHOIO B JICHCTBHE
npuka3oMm Poccranmapta ot 28 saBaps 2014 r. N 3-ct (M., ®I'VII "Crangaptundopm”, 2014).

Ipunooicenue

k Tpebosanusam o 3awume ungopmayuu,
cooepoicawyelics 8 20Cy0apCmMeeHHbIX
UHGDOPMAYUOHHBIX CUCTNEMAX, UHBIX
UHDOPMAYUOHHBIX CUCEMAX 20CYOAPCNEEHHBIX
0p2aHo8, 20Cy0apCmeEeHHbIX YHUMAPHBIX
npeonpusmuil, 20Cy0apCcmeeHHbIX YUpedcOeHUll,
ymeepaxcoenHvim npuxkazom OCTIK Poccuu

om 11 anpens 2025 2. N 117

TPEBOBAHHS K OIIPEJEJIEHHAIO KJTACCA
SAIMINEHHOCTU UTHO®OPMAIIMOHHOU CUCTEMbI

1. OmeparopoMm (obnamarereM HWHPOPMAIMN) YCTAHABIMBAIOTCSI TPU KIAcCa 3allUIICHHOCTH
UHPOPMALMOHHBIX CHCTEM, OIPEACISIONINE YPOBHHM 3allUIIEHHOCTH COJEpIKAIEHCs B HUX
UHpOpMALINH.

CamMblil HM3KHUH Kjacc - TpeTHil, caMblii BbICOKMI - mnepBblii. Kiace 3amuiueHHOCTH
nH(OpMaIMOHHOM cUcTeMBI (TepBhIi Kitace (nanee - K1), Bropoit knacc (manee - K2), Tpetnii kimacc
(manee - K3) ompenensiercs B 3aBUCUMOCTH OT YPOBHS 3HauMMOCTH MH(popmanuu (manee - ¥Y3),
oOpabaTeiBaeMOil B 3TON MH(POPMAIIMOHHON CHCTEME, B MaciTada nHOOPMAITMOHHOW CUCTEMBI.

2. YpoBeHb 3HAYUMOCTH HH(OPMAIMH ONPEACISETCS B 3aBHCHMOCTH OT CTETICHH BO3MOXHBIX
HETaTUBHBIX TMOCHencTBUi (ymepOa) ans obnamarens wuHbopManuu W (WiIM) omepaTopa oOT
HapymeHUsT KOH(QpUICHINATBHOCTH (HETpaBOMEPHBIE JOCTYI, KOMPOBAaHUE, MPEIOCTABICHUE WIIH



pacnpocTpaHeHHe), IEeTOCTHOCTH (HEMpPAaBOMEPHbIE YHUUTOXKEHHE WIM MOAW(DUIIMPOBAHUE) WU
JIOCTYITHOCTH (HEeTpaBoMepHOe OnokupoBaHue) nHpopManuu. HeratuBHbie mocneAacTBus (ymepo)
ONpeACIIAIIOTCA B TOM YHCJIC Ha OCHOBC NCPCUYHA HCTATHUBHBIX HOCHGI[CTBI/II\/'I, BKIIIOYCHHBIX B GaHK
JaHHBIX yrpo3 6e3onacHocTH nHpopmarn @CTIK Poccun.

CrereHb BO3MOXKHOTO yiepOa ompeaenseTcs oOiamateieM WHPOPMAIMU WIA  OIEepaTOpOM
(obmagatenemM nHGOpPMAIUN) B COOTBETCTBUU C TaOHIIeH 1:

Tao0numa 1

CreneHb BO3MOXKHOTO yliepoa Bo3moxHbIH yiiep0O oT HapyIIeHUs
6e3omacHocTH HHGOPMALIUY U (UITH)
(GyHKIMOHMPOBaHUS HH()OPMAITHOHHON
CUCTEMBI

Bricokas BO3MOKHBI CyII€CTBEHHBIE HETaTUBHBIE
[MOCJIECTBUS B COIIMAILHOM, ITIOJUTUUYECKOM,
MEKTyHapOIHOM, SKOHOMHYECKOH,
(buHAHCOBOW WJIM MHBIX 00JIACTIX

e TeNbHOCTH U (MJTH) HH(POPMAIIMOHHAS
cucTeMa u (WJIn) oriepaTop, ooagareib
MHGOpPMaIIMU HE MOTYT BBITIOJIHSTD
BO3JI0’KEHHBIC HA HUX (DYHKIIUU

Cpennsis Bo3MOXHbBI yMEpEHHbIC HETATUBHBIE
[MOCJIECTBUS B COIIMAILHOM, ITIOJIUTUIECKOM,
MEKTyHapOIHOM, SKOHOMHYECKOH,
(bMHAHCOBOW WJIM MHBIX 00JIACTIX

e TeNbHOCTH U (MJTH) HH(POPMAIIMOHHAS
cucteMa u (WJIn) oriepaTop, ooagareib
MH(OpPMAITMK HE MOTYT BBITIOJHATH XOTS OBl
0JIHY W3 BO3JIO)KCHHBIX HA HUX (DYHKIUH
Huzkas Bo3MOKHBI HE3HAUUTETbHbIE HETaTHBHbIE
[MOCJIEICTBUS B COIIMAILHOM, ITIOJIUTUYECKOM,
MEKTyHapOIHOM, SKOHOMHYECKOH,
(bMHAHCOBOW WJIM MHBIX 00JIACTAX

e TeNbHOCTH U (MJIH) HH(POPMAIIMOHHAS
cucteMa u (1) oriepaTop, ooagareib
MH(GOPMAIIMU MOTYT BBITIOJHATH
BO3JIOKEHHBIC HA HUX (DYHKITUH C
HE0CTaTOYHOUN d(PPEKTUBHOCTHIO MITH
BBITIOJTHEHHE (DYHKIIUN BO3MOKHO TOJIBKO C
MPUBJICYCHUEM JTOTIOTHUTEIbHBIX CHII U
CpEICTB

3. Boicokuii ypoBeHb 3HAYUMOCTH (fanee - Y3 1) HOmKEeH yCTaHAaBIMBATHCS, €CIU XOTS OBl IS
OIHOTO M3 CBOWCTB Oe3omacHocT uWHGoOpManuu (KOH(DUAESHIIMAILHOCTH, IEJIOCTHOCTH,
JIOCTYITHOCTH) OTIpeJIeJIeHa BBICOKAs CTETICHb yIepoa.

Cpennuii ypoBeHb 3HAYUMOCTH (1amnee - Y3 2) N0JDKEH YCTaHABIMBATHCS, €CITU XOTS ObI 711 OJTHOTO
W3 CBOWCTB Oe3omacHOCTH wuHopManuu (KOHPUACHIIMATBHOCTH, IEIOCTHOCTH, TOCTYITHOCTH)
ompejielieHa CpedHsis CTeNeHb yiiepda M HET HU OJHOTO CBOWCTBA, IUJII KOTOPOTO OIpeaeieHa



BBICOKAsI CTEIEHb yIepoa.

Huskuit ypoBens 3HaunMocTH (manee - Y3 3) HODKEH yCTaHABIMBATHCS, €CIU ISl BCEX CBOMCTB
Oe3omacHoCTH WHPOpMAUKN (KOH(PHUICHIIMATBHOCTH, IEIOCTHOCTH, IOCTYITHOCTH) OIPEICIICHBI
HU3KHE CTETNICHH yIepoa.

4. JIna nnpopMmaluy, KOTopas OTHECEHA K MH(POPMALUU OTPAaHUYEHHOTO PACpOCTPAHEHUs U IS
HOCHUTeNEell KOTOpOW YCTaHOBJEHAa OrpaHUYMTENIbHAS MOMeTKa "Il ciaykeOHOro Mojb30BaHus'",
JIOJDKEH OBITh yCTaHOBJIEH Y3 1.

5. Tlpu obpabotke B WHGOPMAIMOHHOW CcHCTEME JIBYX H Ooinee BuaOB wuHpopMmarmum Y3
OTpeneNsieTcsl OTACNBHO JUIA Kakaoro Buaa uHpopmarmu. HToroseiid Y3, oOpabaThiBacMol B
HH(bOpMaHHOHHOﬁ CUCTEMC, YCTAHABJIMBACTCA 110 HAWBBLICIIMM 3HAYCHUAM CTCIICHHU BO3MOYKHOI'O
yiiep6a, ONpeneaeHHbIM [T KOH(PHICHIHAIBLHOCTH, IEIOCTHOCTH, JOCTYIHOCTH HH(OpMAIuu
K2XKI0T0 BHAa HHPOPMAITHH.

6. Jlns uHpOpMALMOHHON CHUCTEMBI JOJKEH OBITh ompeseneH (enepanbHblii MacmTald, eciau OHa
MpeaHa3HayeHa JJIsl pelieHus 3a1a4d Ha Bcel Tepputopun Poccuiickoin denepannu win B npeaeaax
IBYX u O0osee cyobekToB Poccuiickoit deneparum.

Jns uH(bOpMAalMOHHONW CHCTEMbI JIOJDKEH OBITh ONpENeNeH PEerMOHANbHBIM MacmTald, €ciud OHa
npeIHa3HaYeHa [T PEIICHHS 3a/1a4 B peiesiaX OaHoro cyonrekTa Poccuiickoit denepamnmy.

Jns MHQOPMALMOHHOM CUCTEMBbI JOJDKEH OBITh OIpeneieH OOBEKTOBBIM MacimTald, eciu oHa
MpeaHa3HayueHa I pelieHusl 3a/ad B Ipejenax o0bekTa (00BEKTOB) OJHOTO TOCYIApPCTBEHHOTO
opraHa, MyHHIIMIIAJILHOTO 00pa30BaHusl, OpraHU3alllu.

7. Knacc 3amuiieHHOCTH HHPOPMAITMOHHOM CUCTEMBI OIPEIesieTCsl B COOTBETCTBUU C TaOIHIIeH 2:

Tabmuia 2
v3 Macmta® HHPOPMALIMOHHOM CUCTEMBI
®DenepaibHbIN PernonanpHbIN OOBEKTOBELIN
V31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3
8. Kimaccel 3ammimeHHOCTH HMH(POPMAIMOHHBIX  CHUCTEM, (YHKIHMOHHMpYIONIMX Ha 0ase

UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHOW WHQPPACTPYKTYpHl, HE IOJDKHBI OBITH BBIIIE Kiacca
3alIMIIEHHOCTH 3TOM MH(OPMAIIMOHHO-TEJIEKOMMYHHUKALIMOHHON HHPPACTPYKTYPBHI.

9. lomyckaeTcsi MPUCBOSHHUE OTICIBHBIM CETMEHTaM WH(pOPMAIIMOHHON CHCTEMBI Pa3HBIX KJIACCOB
3alIUIIEHHOCTH. B 3TOM ciywyae Mepbl mo 3amuTe MH(OPMAMM CErMEHTOB HH(POPMALMOHHOM
CHUCTEMBI W CcoAep)Kamielics B HHX HH()OpManuu JTODKHBI MPHUHUMATBCS B COOTBETCTBUH C
IIPUCBOCHHBIMU UM KJIaCCaMU 3AILUILIEHHOCTH.

10. PesynbraThl kimaccudukanmuu OQGOPMISIOTCS aKTOM, KOTOPBIM YTBEP)KIAETCS ONEpPaTopoM
(obmamatenem wuwHpOpMAUHM). AKT KIacCH(PHUKAIMU JIOJDKEH COAEpkKAaTh HAWMEHOBAHHE
KJ1acCU(PUITUPYEeMOH CUCTEMBI M CETMEHTOB MH(POPMAIIMOHHON CUCTEMBI NMPU WX HAIWYWHU, Y3 WU
Y3 B cermeHTax WHGOPMALMOHHON CHUCTEMBI NPU MX HAIWYMM, MacmTad WHPOPMALMOHHOM
CUCTEMBI M (WJIM) CETMEHTOB MH()OPMALIMOHHOW CUCTEMbI NMPU MX HAJTWYHH, TPUCBOEHHBIA KJacc
3aIIUIICHHOCTH HH()OPMAIIMOHHOW CHCTEME WM CerMEeHTaM WH()OPMAIMOHHOW CUCTEMBI TIPH UX



Hammuuu. Jlomyckaercst odopmileHHE €IUHOr0 aKTa KIacCHU(PHUKAIMU HA HECKOJBKO CETMEHTOB
HH()OPMAITMOHHOM CHCTEMBI OHOTO ornepaTopa (ob0maaaTens nHpopMaun).

11. Knacc 3amuieHHOCTH MHPOPMAIMOHHON CUCTEMbI (CETMEHTOB MH(OPMAIIMOHHOM CHCTEMBI)
HOJUIEKHUT TEpPEecMOTpy MpH HU3MEHEHHWH MaciuTaba HH(POPMALMOHHON CHCTEMBI (CErMEHTOB
WH(POPMALIMOHHON CUCTEMBI) WM 3HAYMMOCTH COJepXalieiics B Hell mHpopManuu (B CETMEHTaX
UH(GOPMAIIMOHHON CHCTEMBI).



